ACAMS™ TODAY ----

(S B ACAMS) — EXALFIAEERNERIT

a8 ®

® = = 0= 0000 = = 868 ® = i

000 == 0900 WL~ 000

—

n) =

\\~ ©
5 <)

9 I &5 B &Y

=
®

= = (5]

&)

-~ 00O J
®®
®

y &
Y]

,ﬂ
G
(3]

S =
= 00 =, -

O00 P~ 0608 —~~ 8

= == 0 &)

= (5 =

(03]
&)

frats

&)

)LD =
000008 ® F
(43

,
0,0~ 0080

ek ek ek b e (8)

. oy B S = B R
R
T
‘;) v = i -
'
~ = a P 1
( o © ¢ i =N |
1 FosRT > i -
— b AN |
) 1
! |
1|
& F

m q9v
i~ © == T

4 B Y )

A X

= 0 6 = Q.
. D =, _
0 ®

®

L
e
0 1
11
(%)
1
1

0=, 0 =00
[y B e

q;

L

[ N == N == Y

1

&

-0 00

[y
® =
D 8 = =

&

REEEXE "o eei1o0

011 : | 11
20 FRIIRTE i

s ®
(&)
|

Out e

:Mﬂm

W //// ‘\
‘?aw

%205 F4H | 2021F9 A -1 A5
AR ESEENHE® (ACAMS®) Hihiy

acams.org | acamstoday.org


https://www.acams.org
https://www.acamstoday.org

ACAMSY

APRRFEEREGE

T R RHT A B EE
EE (CAFCA)
HEMERLR > stHapEReR

FrBA%% - ARsEE &R SEE R RAY
EREXE RESRMZE -

nlip I-1



http://acams.org/cafca

ACAMS® WEBINARS

NGy A

RAKRLETEN  MEENIFIEX -
RREAEFELEMSBMILE[E -
ZREEBMLERBEDZ - 2HREBEH
B UREESLE -

SIMBMT —SEEHNE

www.acams.org/webinars

ACAMS®

ok CBOWMST  Gemmm  SASERKWIS umm-

ACAMS
Training
Webfnars

A Bt g
i, el

©2021 ACAMS REEFTA ° ACAM S ;

ARR G EE RS


http://www.acams.org/webinars

ACAMS™ TODAY

(% H ACAMS) — ERAFGHIESEROTRHT

iR
Kieran Beer, CAMS

HimeE

Karla Monterrosa-Yancey, CAMS

HEESD
(%< H ACAMS)
AE?

R Ma At HBHEAE (E8) E=

R Daniel D. Soto, CAMS [ - -]

Stephanie Trejos, CAMS Dan Stipano ' E

—— Philippe Vollot

Monica Mendez, CAMS AEBEB/A

SRR - BXN ~ e A0S M b B 5 5 S SR R R I

Victoria Racine Shilpa Arora, CAMS o a .or

Joya Jones MBS A% SE BBFT R AR AR u
Lauren Kohr, CAMS-FCI

REEER TEAME R BBk DR R

X : Elaine Rudolph-Carter, CAMS Rosalind Lazar, CAMS

Kevin Anderson, CAMS o 5 ) i 8 A SR S

Kevin Antis, CAMS Z=§ (Lynn Li), CAMS-Audit

Brian Arrington, CAMS

Edwin (Ed) Beemer, CAMS-FCI EEBERE

Robert Goldfinger, CAMS EEMaSEIEs

Jennifer Hanley-Giersch, CAMS
Debbie Hitzeroth, CAMS-FCI

Geoffrey Chunowitz, CAMS
SEM » AKX INEL T KM 6A s

gtac_ey Ivl\ille Sonia Leon, CAMS-Audit
A?inéee?j\éo%non Gerald Sandt
iat, CAMS-FCI REHERSE :
JAOn?yS\?Vrgta;pga CSAMg Jose Victor Lewis, CAMS ‘:Ef_’f_’_:g?_ftwwmm
RN e8RS -
R TR E R Paolo Munari
. AR ANSE NS B 4T -
sicﬁﬁﬁgfgg : Michel Nassif
_ m#tERITR
Aﬁfiﬂl?ﬁ;ﬁlﬂﬂlﬂﬁ : Denise Perez, CAMS
ngela Salter RYHHRENRAE :
ERANRFBE : Andrea Winter, CAMS
Bill Lumani AXHTEBNRERRE - -
2IMEREE Nick Griffith e e
David Karl B/ RESHESRENBESRE LBl ..o
SENERREREREREERTE : Christine Lim
Hue Dang, CAMS-Audit dEIE RPN R B -
FT—— BE 2 (Yokel Yeung), CAMS
Lash Kaur T%Eig‘m‘ti :
RANEREEIER : SERE Jerry Guo), CAMS
Mariah Gause
RRSBHBRBMEE ACAMS 2 EREEHD
Justine Walker 2 INEF +1-305-373 0020
ACAMS X [E#ER
Rt ] E# +852-3750 7684 / 7694 / 7658
ACAMS EXE

I E (Hue Dang), CAMS-Audit

FFHES (Joyce Hsu), CAMS-FCI

ZARAY

ERWMWAER : Rick A. Small, CAMS

ZAEBAER : Markus Schulz
John J. Byrne, CAMS

Sharon Campbell

Jim Candelmo, CAMS
Vasilios P. Chrisos, CAMS
David Clark, CAMS, CGSS
Howard Fields, CAMS

Marfa de L. Jiménez, CAMS, CGSS

William D. Langford, CAMS
Dennis M. Lormel, CAMS

4t 3 +86-10-58111797 / 1783 / 1775
3§ +86-21-6062 7207

X &P +86-28-65118323

&M +86-20-28818569

&1t +886-2-8729 2988 / 2982

H N +65-6622 5611

R +81-3-68310622

HE +91-22-4905 4372

& fE +61-2-8017 0295

apac@acams.org
www.ACAMS.org.cn
www.ACAMSToday.org

MEHBES - FBHE : Andrea Winter

Fapt

. 1-305-373-0020 (% #% 3030)

sponsorsandexhibitors@acams.org

Br 7 ED ®l AR ) %) » ACAMSToday.org
ZEEES AR BEBEXREX
ks BB EFAE - [ACAMS
FHGHIEEEFEAN L5 | FE

Rick McDonell, CAMS

Karim A. Rajwani, CAMS

Anthony L. Rodriguez, CAMS, CPA
John Smith

(% H ACAMS) © 2021 iREEFTS » ARBREEEAMIHE
(ACAMS) R B F/E BRI o 4T ACAMS BRFEEERF A
FEERLHNEMAR o P GERZ UHEHE
HUBRNERE  BUARRARE -

(2 HACAMS) R—ABEKKNMRS  EERMER  ARANERERTRZEGRE

HEEEENER BRZUELFRRFEERAHESRRCEEIHMEERE - WFE
W38 - EERBEEALRMIRE - (S H ACAMS) BF 5 ACAMS B R IUE] ©

ACAMS™®

ACAMSZY TODAY



mailto:apac@acams.org
http://www.ACAMS.org.cn
http://www.ACAMSToday.org
mailto:sponsorsandexhibitors@acams.org
http://ACAMSToday.org
http://ACAMSToday.org

Eﬂ:

(o %

Z2F (2HACAMS) » i BE#5HEA
86,000 BRHE L RICTFEKERLE -

mHE ($HACAMS)
HEES & BEE :

Andrea Winter
1.786.871.3030
awinter@acams.org

ACAMSY TODAY



mailto:awinter@acams.org

[ =Rz ]

1 I\ ¥ 4 8
S EER

10
ERARSK

12
RIERETR

14
FFEFIHEM
IRARIRR AR ERE

BRAZZRESHBRAIREZIFER
ABERFIRY SEREE

18
feat - HOEH ?

AFHOEFNAR -~ E - REHM
He o

22

I WHAYBSER B (exit scam)
—BR R AR B B AR B

MERERRERENEEREELE

26

BHBEREEN
P RRNSETEHRE

B FRERENEERAERNER ?

/]

HEEE : Milos Hall

HMH :
28

WRERE - mBERWHN
ki FARF

56
“ u BEEDRUREHENER LRI T
< E [ ] BRI & 1 B IR JE8E o
B RS 2
RiGMESRFER
Colonial Pipeline #1 R BE W =] 54T

BUEREE  BETFASKEAR
REHHHESHIILFERATHIE REERMUIDE o

6 [2021F 98 -118% ]



38
1B oPMs BEEEEBEREIR
RABRKEENES RS -

42
B R %

BRIBIB BB E B TR
EEMERRITE -

46
REABNBERBESD
#Eik - (k)

SRIMBTER ER IR ER 258 -

50
TRIEHERMBMHIERSH

PRl EEA T HARBEAER
TEH W EFEEE o

54
20 SEJRFR © 20 (AL

ACAMS FHZEE G S EE Rick Small
MATZEHEZEEEZZEE Lauren Kohr R
ACAMS RS » B HBh I JEE24A1T Y
20 K&t °

62
oM : 20 AR

on MY 2 R ARG S & BI0 SR TAFEY

+ =8
KBS -

66
TF AR - EXfEl

B EREAEEREF ABYTER
BIENERZE -

- NAEBSERETHLIEANER

70

Pl ERA LT ERMBED
MBWABE

FH (R B2 0A ) SEFR Y (IRATREE)
HIRABIE -

74

EXHRBER2ERRMR -
—BITERBILRHKS

ElREEOMNBERNT BRI ERIIRE -
EER# -~ BBEAMILE -

82
WE [NIRE | ROISH

BB INSEE | BEAMBBAMELRE
MBI

92

(BREGRIIRB) B3E:
KRERE

SR R R BB A R
BB -

96
FREREHERBEENS X

88

0 o] 1% 5 S WU BR A A
mpEEH : (k)

WA RHE RN 2 SRR R IE RV IR K -

TREHSE

100
KERBHSE :
AR RRREME |

EEABERN S SN MREEERAER
SEE) o

102
ACAMS BT ffi4t :

Winnie Yuen

104
ERRERERRE

106
BIPR 2 58 I St ki (CAMS) BRE

117
EPRHIR S AN (cess) B¥ 4

[2021€ 98 -1 8% ] 7



[ mem]

911 MR

FREBEALIERE
BHBEEM 20 BF -
ERECTHEREEMR

HENE®R RMNERE - REK

ETEEMILAL - EBEREEFREEL

L3E o RITRRUREHE - BREH — SRR

ETEFERE - BY) - RUBMET -

g7 —EEE ERIERKES

MELHBNEEFS - —22F

ERBBRESMERARER - R

EEEMFERAN - GET & 8K

EEMEIER - BEBERRE - BN

BRI BEoRREELETFERE:

FEAT c BBEERSHRALEHFE

R L EBES BHAERAN

FREEERE T HES - 2 REHUUER -

ERENSEAZRBEBEENBE -

EEALEERREREEES ? HIER

HEBRBERER ? RAEEEEEE?

EEER N BHHEMEENTS
FHEELETRENSE - RHERET
RITEMAE SRS - 9N BHHEE
XEEM T XE (BREER) B
RERBBEMAVER o FHHIEE (AML) A
TEER (P AABEANERES -
NENAERBRESHE  BNLA
REBBCEREN [ TRENEFH
BE - FTRERDITBRAEMNERZEE -
(BEREER) REENAAZEE T
EEMEREENE LB RIS
R o

ERMREMNSBHEREUR BE
20 FEBAENER TERERER

8 [2021F 98 -118% ]

7% EZf2#R BME[NZE
EITESRLRFIE KMREE
EL?HEEEREES - BRRAEE
TEETEER R ACAMS GBI
e mIBREEA LT  RMHBEER
HOWAHE » TEHTERENEREE -
HAFRMETELES FHEF
BETEL BEEERARE —
BIERs EA L BEXE (PEREUE:
HBUES) KA TEMOSEEN
BABEzZ——HRELR - ZXH
Colonial Pipeline ZEHI#E 1T T D 4F
EEXERESERABRARRAERE
AEREEER  XEPHLEFEAB
—$t R o /EERE ¢

[HERENES TSR E 20 ZF
RERZZEHENWERED
AR B &K BB L
B F - @ERERENRRER
THAESEAEBNES -]

B B0 FE REABES -
BEREFSABIE -

EBEB - ACAMS I3 T 20 F2EHE o
Bl (S HACAMS) BRI WALTER
EHEXR » EERAIEE Rick Small
Lauren Kohr o {5 = 7 #8 % 20 F18
FEGHSRMIILRTEMN 20 KEEM
Efo REFAR 2001 5F9 A1 H
BAENSEHEMAY RS - BEAE
XE OFRABEZMMARE > R A
HARREESBHMNTEA ©

FEENRATEE  BEFTNERA
FE - MZEERRSREE - o1 HIFE -
HAES  BREZRES  HEH
R~ RIHBBRERE -

FEICREMATEAT - 3 ACAMS 20 B
it - EEENEHREFESF  HE
22022 F » BEE 2022 F3-5 AER
BELET  HE (S HACAMS)
F3L 20 B - BEERT  BEES
BREAEW T I804RE -

FEON B 20 BFE 2K BEMIER
KA CEEBEESHEFERE
=1 PN IR AR A R E € oA
REEBETHNE FE BEEE®
el EEFREEBUACKRBEDH
HEAE - wEMFEEE - A

%§p1g7qf?25?j@w%?
Karla Monterrosa-Yancey » CAMS
B

BUADE R AIRY Twitter IR -

@acamstoday


https://twitter.com/acamstoday

Bk e 175 {8
Bl K B it & Y
Ph&E & BEIC SRRk &¥

Bk fi]
acamsconferences.org -

EMEHEH

ACAMSYE CONFERENCES



http://acamsconferences.org/

Sandra Edun-Watler » CAMS
FAIS#E

andra Edun-Watler 2B 2 £ & Mourant Governance

Services I — EEMMERBREHEREDEE AEAR
HEREERRUEMFABNEDEMTBRBRERERER
EER -

TEMABIFREEN B FT Walkers Z B » Edun-Watler B2 EF B
SREEREMAEER o £ Walkers THEHIR] - #EBIEE
ZEBN  BEETHERE  KBASHENERENSE
RRBREEEEE A hBLUARENM B2 BAEFIRM
B R BERIARESRE A ERETEEER -

Edun-Watler 7EBA S SR E R BEBENSELSEIIELEEN
HMENERLR WEANEITHERSLRBBHEER
HEHRBLIEREEHERHAREENEAREE  YAR
gt b E LR BEHESEEMATEERE o LI - Edun-Watler
BEEEMSLLEHHIGER T FEASRBERHEE=mET
TEREETEE - th B AR A S PIE B A Z R 5
BEEN  RREEHELAFEBHEES /I E AT

10 [2021€ 98 -1 A% ]

Muhammad Rizwan Khan * CAMS-FCI
CGSS + CTMA + CKYCA

B &8

uhammad Rizwan Khan [E¥{ 5 & 4 50 SE4E 18 59 24

BEIMEZ R T ° Khan BEE S ACAMS M ZIE LR B E
25 BIEARR AT (CAMS) » X EIESHWES (CTMA) »
EEFERMAETEEES (CKYCA) ~ BB 4 3 & 15 &7 (CGSS)
MERARREE S EIC R AL (CAMS-FCI) 4 B A5 &
FRABEEHER  BEEASBERRE -

Khan B Al 7E f £ {0 B & K DX B Al Dhahery &% 7 1 B i 4F
R BEITEENHBERILRENREFEE -

Khan TER S8 AT B E B 2N E BN B ER L E A0S - 1B
FERBREXAL  MBEIREEHMBENMRTEHMSHILE
MAENBIEERY N EXNBECEBIEEN
BE - BE /ARG - BRSNS 5E  EXFARGIE
Bl BB RS - Khan ER SR SINERBERIE L
BRMBABYE  HARBZEINEREBRERZ— -



FF > iEhr CEO BIERA I
i FLE R AR K 2 T o

H 7% Ji 0L 8 2k 3 2 0 s U

Howard Spieler :* CAMS
£EB

oward Spieler 2 ACAMS I D BHESEF » BHE 20 FHLABREMEB T ELER -
ERERELED PRSI ENEMERERREGBENEREE EE5M
BERER » RS OEMEMAZEEIBFISEBIREREMEBRE -

Spieler BAIE=Z ABERMEES R LR BREELE - ERFRAEHER - REERFM
BREHXE  SFRRTE  BARSREREES o Al B ERERITHXEERER
EERSSRLRRTY - ARRADEBAIPI B RUEEZARE -

bt 2Rl - Spieler EZBITHAFITIET 10 F - Hp 7 FHEANTEBBRR A AERMERBRE
TE - BYUHENERRRANNERERNERR - B EFEEEMNTEEE 300 RETH
AREHEXZAS  BREEEEERS -

Spieler #2 T (A Global Review of Sanctioned Countries) (2 $|& B2 :T#m) F {The Impact
of the U.S. President on Economic Sanctions) (EBAGHEEFIBNEE) MEXEHBEERRN
(% H ACAMS) - iR AR FEEERN (CAMS) AR B HIEE R BIEHE S (ISCO) ° Spieler #HH
EERAEBEHEELEN BEAPARTIHEEBRIENNANONIABRRBECLREIRBUGE
RS- TR A

o REFEREF -

B s
K
g
5| 7
4

KR o Mg T IR

Ay B0 B IR L BN

&R IRIIIRA - BIRZ M |B
HBEch TR, 5 SR
B — I IR AL o

)% B G,
7 AR - (>

[

[2021% 9 8-18%] 11

a7 | Bl st g i
TTRMBEIES T !

o A s K B S AOR
Il AR A 7 2 O B

e

www.compliancecomm.com




SR

RMKRETHE

SYAHEBEEITE
200159 A1 H »20 £
AIEYARR IR FIFERAE o

LFeRhaen  —ROERBELT
HE AR OEE - Y T AR RS
REREREEMARME - B3 035 >
N —ZRRMIE T RS RBEREER
FETHRE-

LHoRso D HEERERHNZE
HEE  wmFRRNEEES Rit
R RUNLTRE BHEMH - — X
EENENZTHBRBRRTEL -
[HRE - BERTLENARRBALET
| RRGERREREEN

RERFUR T ERANRP A LUEE M
BIERETHNRESR  MBX -
REFREFIE FHEMEBHRER
RE o BHREE  ERHEREENRXS
BEFRN RBBHE-EEATH
R - at [BIRERR ] o

AEEE L 10 B 28 ISR o

BRI THIL3000 ARETEH
Bk - REMEEKERE  EER
RE—# o

—{URIEI S EELE — AFFA — i RkEE
HERMABHEE  FZAZSHE
BEYMNERAEL - RERETE
midks - SEAMFEEN - BIBAR
[REMRME - REMORE] 5T
F—Om-e

EF oI FEZRREEBLRA
K2 02037 RIEEEAERA=H
FERREERITE S LM — 1R

12 [2021 %98 -118% ]

BT ?

A#E AAREEET WRAHD T
EHIRREAR -

SLEMRERETEHR - BiHHRM
EEFERDHWH MK -

2EXEREAZBHRNEBNER
BATBRIA Y B4 -

BMITHME - BAMEBAEERM
ZR BBRASHANE - BRH
BEAEEBEWRERRELBAARE
ABTRCSREy - M FIRER M o

EFHED HMBEANREIEAE
REBRR T HPILTER —E4R - 210 A -
RYT-—EMEZEES  FERDK
POREHE  BEMBERANERE
TERE W URLABEIBUEEEDN
EERRB-HEBLE RAEHE
(BEEER) BH—%D -

EARBERD M ZEBRLNER
BHRAERITEERITE/NE (TFOS)
% —{ERE Dennis Lormel EFE T k2
SRR ONES  THEEYE
AFEENEMEZHS -

BLSEMFIRTIRE A ACAMS 1818
Bz — AN NENEENSE
48 4% Alert Global Media #8 4 7 %8 3% >
A RMITEEREE AT ET
RE BY—EEEHE EREM
RO EZFEEURRESEN
FEo B ACAMS ERIREFHEB
83,000 B &8 ' (5 H ACAMS)
2022 F3 AES AEETHBEMR
0BPFE - FRABETIBNESER -
ESHRRENE -

1

1

MRT BENBAKEBIERESR - Lormel
BB S E(TRERI L ACAMS H1ERERS
ZEERE I BWEERME on BN
HELEEER L SHEEIRE
BN RBERBAEEES

MEEEFNMEMESTEHREE UR
FEZMEERBVEL  BIERE
BB D T o R R IBFER R R IR
B MR DB m D F (RMVE) WELE
E—RRERMERER

BEEREVN-—LEEHBNERKR
BEh KESH X XENEEEHR
AR N BHRBEEZHERBMN
AR o

A REBBEKME onHEREN
R URBEMPESL —HTUES
T BB TERLBREES
LUK ACAMS 2 HEHESEE - I

Kieran Beer » CAMS
BEESHEN - fmigAE e
BtAIET T F R Twitter BREE -
@KieranBeer

“Financial Crime Matters with Kieran

Beer” (Kieran Beer 3% BiJC SEf228)


https://twitter.com/KieranBeer

BARK
wx L2
Z I

ACAMS SEIZFIBEITESRIDE -

#ZE www.acams.org ' B ACAMS iy
ZEELIAE  HERE  URZBENUZERS

#OnlineWithACAMS

ACAMSS. in[>] §[6] - Jol=


http://www.acams.org/

FEFHEE -

IREREANTENRR




il

HHEYEZE : Joya Jones

[ aseennks ]

B E 2 BIL FE BRI INBEAIRAR -
BEIEEEIFERFPIMIELFAS (NPO) £
REIER S HEAVER

EAHESHEHRNREMYBXEIE  FERNARRES
EHEEENER AT BRRE [ THRENBE AL (KYD)
BR MEREARZES OAF)MESGEERETAITH
BERR  FENESATRAAEMARTINERER -

MRARARRESR

EHERNEBED  BEAEZESHURBZIED - EEBE
TEBEHBADAF - BEEEZEREESERT  'DAFEEY
FEGE BEZEZEZREFREE  EXECEK&HA/ER
BRMEZHEETA -

HRIBIE A BN =2 AEERR ORI R 1B 58 © IEREREBEIRIREEN
EERE HIDAF MRHEZEN - BEBBERZESETEESN
EREET 22018 FF 2019 Ff - BEEEERBEN1220FBET
BAZE 1,420 BE T 1BIRZE 16.2% - (EfmBETI) (Barrons)
THASRERE > 2018 £ & 2019 & » DAF WEHERE 7 19.4% >
82 873,228 X » i@ % 10 FRVIEHEBIE 300% o °

DAF EEEEREMIRFHEREER - FIRBIFE 15%-20% -
BRAZBEAREEETHRENTALEEEE - BXH
BMZXZZETES  RBIERDIMEIBEMARMZ ) DAF TEMH
B0 o BEURESNESENEMAEMDHEL A CH DAF
TEENBBAMRUAENARZEN LRSS BY
HIERFRERAR CRER [ 7HAENIBEA ]l BERAASR) -

[2021%9 8 -1 8% ] 15



[ msveszmmke |

ESRWEMRT
SMAEREMM

MZE  ERBUMAESEERE
SRIT ESHHE NS FIAR B -
2017 £ XEBRZSETES
B DAF HRETE - ERESBEER
N o 7 2017 FFEM 60% K18 A
BET Bo0x RFREEE - BY
EEEREAANELHREERS
FEihE > EEEMM -

ELEENSBEERBERT
EEMER B RERE - RE
BERBBIFEFNRBEELEL -

EHSH

THEEMRA  HOAF EEET
RERENFEMER LR LR
AHE REEEHNR EEHER
BHEENERE -

BRAR—(IFERINFEEHER -
HRFEFERMEEERRLT
FENERE RS RZNEEER
MNEEABRE FRHEEHER
HEHIFERED o ZIBBARRIFE
MESEREZEEE  fINEBH
FAANRITIRIBEM OB IR
2% HEMENEIREERHER
ZHM DAF BEREERRBEARY
B -DAF BT EZZIARBE
ERW T RIKRENRHLER T8
EYRmEEIER - AR ABEA
BEFERZNEETEA - BEA
g EEEREROAFRMAAS
AAREEERESEMAE T8
BREANET 5K - 1BRBATIEE
BECEERAETEASRAL
REHESEMER  E—PBHHE
BEIFERS °

16 [2021%9 A -1 A% ]




FflxsSemTE I FRRERNH

2002 10 A - ERREABFERNAMWERIERSH REEH 2% - HHABER
1TBY TARAR A (FATF)® ST B S 9 ot BAGIEEE - IRERT A D I8HE - A NITERS
SEERAMAOTE  ZTIEAMIRE T 5 40 HREPWE 8 4% - MAFIERAMIEF
AHE 2T RE S BDNE B ELNBEDEE -

2014 F  BFHIARSBITD TRAMES TE=WITME ' BERVLEBBRTHY
o RRMBEERNE - R RTFAARRELBARAEERES
57% THAREBIHAE 8 HEBORE - RE 5% R2HARERFLLEM -

XESMIILRRERIMMIFEFEBMES RIS
ERERAETIHRHATEESH

220 F 1N B XEERMLRREREXEBRARTHEBHSBAT —DIFERAN
BRFHA " REFRBTHEASHENEMELRASRNEARDSANT X - ES
EBWRE  XEEAREREFEFNIMIINEG (SRR - EEERBREDZS RS
ZRESHEA -

JFE FIHR W o] LR He e

EMEEERBATIE S - RERBAFEFABRRR[ THRENBEA | BRERIL
ES FEFNFPITEBRMAR  FENEBTEEERESREE [ THRENEF
FIE o

HEZEMBE A FEFNEBTURBE—ERE RAEZERER [ 7THEN
BEA] BRNEXSHATRER -

EHE [7HEMNBIEA L BERE - JFERAEMTURTIMEL

- BEBARHIB B 1 PE ?

- BAINZEABEARE?

- BREABAESEXEM BB EEEFRIELSS
BEEERATESR?

- BEEENENRMTE?

- BEEENRAERARE?

- BRARSTESEERBAABIIERNIFETAS ?

=

EEBEREEL?

MRFENAHBRBVARBSLEEHEN [ THENBEBA ] BE - AEEIIBEN
EEEEREHAL - ERMENEHALT I UEEFLEFABOAE

faEE

BEED IR 5 TSR B 35 5/T 10 DAF R E R » DAF B AAL R A LR S W EE
MBEIEFENTE - FLAABTUSNAMEERE - CRESARSHEER
FE  RIREESNFRENEDEE - I

ReHBE-

[ aseennks ]

Josh Ortner » CAMS » EE#HZ # M

' “What is a donor-advised fund?” ({15
BRAZZRES?) FEEZHELE
https://www.fidelitycharitable.org/
guidance/philanthropy/what-is-a-donor-
advised-fund.html

2 “The 2020 DAF Report” (2020 fE [ DAF
) - EEEFFEEETES - 2020 F
https://www.nptrust.org/reports/daf-report/

* Abby Schultz » “Donor-Advised Fund Assets
Reach $142B, Grantmaking Hits $27B”
(IBRAZZESEWEREE 14208
BESREE 270 BER) » (BmAH)
20215 2 B 2 B  https://www.barrons.com/
articles/donor-advised-fund-assets-reach-
142b-grantmaking-hits-27b-01612298241

¢ “2020 Donor-Advised Fund Report: Grants
to Charities Increase 15% to $27 Billion and
Total Charitable Assets Surpass $141Billion”
(2020 FERBARBE SRS - HEE
HABHIBIEIY R 15% » & 270 @X T -
RELEMABERB140EET)
Business Wire » 20212 B2 H >
https://www.businesswire.com/news/
home/20210202005410/en/2020-Donor-
Advised-Fund-Report-Grants-to-Charities-
Increase-15-to-27-Billion-and-Total-
Charitable-Assets-Surpass-141-Billion

Eileen R. Heisman » “Findings from our 2018
Donor-Advised Fund Report” (2018 £ &
BRARZESRENAELER) -
EEEZRZE(EAES 208F 12838
https://www.nptrust.org/philanthropic-
resources/philanthropist/findings-from-
our-2018-donor-advised-fund-report/

“Best Practices on Combating the

Abuse of Non-Profit Organisations”
(FTEFEFAMERTANRERR) -
Br#I e 2 T E) TIEARAY, - 20155 6 B
https://www.fatf-gafi.org/publications/
fatfrecommendations/documents/
bpp-combating-abuse-npo.html

“Risk of Terrorist Abuse in Non-Profit
Organisations” (JE& FIAH B D =
BRRER) - BRI B TE TFAEA
2014 £ 6 A » https://www.fatf-gafi.org/
media/fatf/documents/reports/risk-of-
terrorist-abuse-in-non-profit-organisations.pdf

®

“Joint Fact Sheet on Bank Secrecy Act Due
Diligence Requirements for Charities and
Non-Profit Organizations” (B ZEE g
MIEERABIRITREERBASTERN
BN  EEHAEEEES
BHEFREAT - £BILFRER
EHEEHEER » EEEKEEE
2020 F£ 11 19 B » https://www.fincen.gov/
sites/default/files/shared/Charities%20
Fact%20Sheet%2011_19_20.pdf

[2021€ 9 8 -1 A% ] 17


https://www.fidelitycharitable.org/guidance/philanthropy/what-is-a-donor-advised-fund.html
https://www.fidelitycharitable.org/guidance/philanthropy/what-is-a-donor-advised-fund.html
https://www.fidelitycharitable.org/guidance/philanthropy/what-is-a-donor-advised-fund.html
https://www.nptrust.org/reports/daf-report/
https://www.barrons.com/articles/donor-advised-fund-assets-reach-142b-grantmaking-hits-27b-01612298241
https://www.barrons.com/articles/donor-advised-fund-assets-reach-142b-grantmaking-hits-27b-01612298241
https://www.barrons.com/articles/donor-advised-fund-assets-reach-142b-grantmaking-hits-27b-01612298241
https://www.businesswire.com/news/home/20210202005410/en/2020-Donor-Advised-Fund-Report-Grants-to-Charities-Increase-15-to-27-Billion-and-Total-Charitable-Assets-Surpass-141-Billion
https://www.businesswire.com/news/home/20210202005410/en/2020-Donor-Advised-Fund-Report-Grants-to-Charities-Increase-15-to-27-Billion-and-Total-Charitable-Assets-Surpass-141-Billion
https://www.businesswire.com/news/home/20210202005410/en/2020-Donor-Advised-Fund-Report-Grants-to-Charities-Increase-15-to-27-Billion-and-Total-Charitable-Assets-Surpass-141-Billion
https://www.businesswire.com/news/home/20210202005410/en/2020-Donor-Advised-Fund-Report-Grants-to-Charities-Increase-15-to-27-Billion-and-Total-Charitable-Assets-Surpass-141-Billion
https://www.businesswire.com/news/home/20210202005410/en/2020-Donor-Advised-Fund-Report-Grants-to-Charities-Increase-15-to-27-Billion-and-Total-Charitable-Assets-Surpass-141-Billion
www.nptrust.org/philanthropic-resources/philanthropist/findings-from-our-2018-donor-advised-fund-report/
www.nptrust.org/philanthropic-resources/philanthropist/findings-from-our-2018-donor-advised-fund-report/
www.nptrust.org/philanthropic-resources/philanthropist/findings-from-our-2018-donor-advised-fund-report/
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/bpp-combating-abuse-npo.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/bpp-combating-abuse-npo.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/bpp-combating-abuse-npo.html
https://www.fatf-gafi.org/media/fatf/documents/reports/risk-of-terrorist-abuse-in-non-profit-organisations.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/risk-of-terrorist-abuse-in-non-profit-organisations.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/risk-of-terrorist-abuse-in-non-profit-organisations.pdf
https://www.fincen.gov/sites/default/files/shared/Charities%20Fact%20Sheet%2011_19_20.pdf
https://www.fincen.gov/sites/default/files/shared/Charities%20Fact%20Sheet%2011_19_20.pdf
https://www.fincen.gov/sites/default/files/shared/Charities%20Fact%20Sheet%2011_19_20.pdf

[ maissmme |

18

-

-

[2021F£98-118%]

BRFSRRAREERERZZMIIREE

BR - MEEEMtRHEN LN EHREREBE -

REIUR  BARBA-BEREOENESIER
TR fhiekEm (MK t2n) EAETBHEEEE ik
BRER (WBREN  TEESFER) BABLFF - BERE
¥R MOEFERTSRERNER [HE] —EERE - —@
EERE BEEE K -(ERAR) BRIFEEH [-ESA
RXEBMEBRREMNEE  RHRBABRER ] 2@
FHRERAEBGHERAEAERRMALOES  EHEEAY
HOEHWLERE - BEREVWREMFS  ZME - HAEHIAE
RIERE EmEAE? ENBERE? WEARE 2 HA
RE R 2




AERAH OEH

HREAEMBERNDRMEEERE
HOEY  WRBEEEHOE - M2
MERSBANEAFT - 5—5H
REBFRSREREBMNEREERAE
HOFFATERGE - Bt BFHET RO
EHFRA - EWEE - SERASEY
NE / ER H O EYRBNETIES
HOERRMGEEEREZER—E
BR XTBRAABE R A
[Tak] WELAEY - Em - Rl
FMARFS AV LAV P - FLIIARE
BE - YARSHAONA  BE-EXR
ERAELRER BEFELOBACS
BEATEBERTAEABARFELD
HAE ETERATERERZE
HOEHIRA

£ BARELR R A B RE AL EUAG H QP AT RE
& HOBETRZNERNEFE
SHATEEL BEHRANERWA
EmMMNEBR - MAMEmR S - HO
EHMERE ML o I HOEHIH
SHMLRES - IRBE - BREZE
BERNEENER  BEREABUENEZER
mEft  AREZELERE( - HO
ER RSHERHASZEHER
RNBESARRER ERERREWN
NE BEREERABG EHS ABL
e - EEREHEZERBAEE -
EERHEETXABEBRBEMEKER
THNRE SBREE2EEDEH

ERBETENEMTE AR - BBL
BUSARRER - BHEARREMN
AR ER R LA SR 7 U {E] 5 EE A R RE o ANBR
R BRI O EHERE -

aiRl 1 HOmMERETE ?

HOMWERBERERBEEHOEHN
E-EAREZRAEE - MRAKENR
Bst - ERPEMBPARR  EF
BEEOmEFTREZR2RINIREE
HE - Bt BFSETHEHABER
RIEMABARHOFAE - BEHRNEE

iR (NEE - EH - SimERKA
BEH)  BAAMZEREOBREITR
= AR B9 O FF AT ER 55 o TE M B &R iR
FRIzEEBREER WEHE - EF
B REIXYm- - MEEYEM
DRWE HOEFERMELEOES
B e o XEHOEHERNSH
BRERTZES MERRBEE
P e 5% ~ BRRE ~ DRI A E ARG
EEEVTERNERRELHOES
BAmARBEFET  MIREEE R

[ maimssmns ]

BRIARMZES  RHEEE O
BxR/#EETHE 2E—EHA
& I 5% 5% (ECN) » 55 {8 5 & #Y ECN
ARETHOBNERRSMERBLO
SRR o (BTE R EEEARE MBI SN
BT o EmREAABERIANRE
BARREREOFTRE - ZHE
HOEREREBAESFE MM
Al BEMBE2RE F LR EEEREK
EEEREFZER - ER2MTE?
KRB BHREEE MM ECN A E o

sdil 2 - BRYh7EWRAE ?

B QB AR EEARNERR
HERHOERN—EEESM o AL -
HOBWHEERASESEE - HS
—RHE  REEmEROLFTRRE
HEBMMEAED - RO
EREEM BRAWE  ZE-
RARE  ZBENMZBENERES
AR e —FnE Rt BRI = -
BLEHOBE NI REBERE - HOE
REATEEBORFHOFAR  BR
MERAZEFNPLAREEEL
g0E (Fban<E$teE - AT HEH
HO) - BREMESER  BHTAM
REBEREGUERRN - SHHHEMERY
R N EFIEE T H o EHMERN
e AERLEWE (WSRFEEAN
SREKDHAME) SeEFEmLE (Ao
BELEHIM D EME LIRS QMY
FIEBEMY i) EBRWMEEA

[2021€ 98 -1 8% ] 19



[ maissmns |

FARE o EAZHE XTI EEN T E
VB HAFIZENSEEEURRER
(BB LR —KRES ANRTEAB
ZENEERN  SLEAHEBHNEIR
B2 LR BREBEEMRE - IRER
EREFRNEEZFHY  ABEBEEX
HOBBEERARE  BoRER
(FRABZ BIERD) BLGEME - BINT
ERBREEHE - &% FZUBH
RERNHOENEERKETEEZE
HATANEREEME  £58
REENRE BTREER (Bk)
FHEEEE URAR VA BLAR AUV E LR - HEE
BEMERBRUTHREIERA - A
RIBARRE - XEENBHBE - E8
MTIEBAENEBEERR  HIE
FEEMER [2E] EfliEk - HOB
Y B #9 R E H O B HIE e N B HE -
thRHE 2 HRE °

R 3 INRAZRE ?

EREZEMHERLEALTRAAEN
HOEHHBRE BEBHNRZHTF
FREEGE - TEREEIN  BE
BERECNESREREERRSE  BLH
W O ERIRENERTE - Sl
ERLESMNER - MREBEB
ERATRRERE  BEEBBHN
B HEERER LR BREERATHS
B%  AFERRZSEBHARSH
ERMEE - W EAEE+ 0 HE

20 [2021€ 98 -118%]

BHEIRELAE o BAEZHERE3 TR
EFBEXRME -

WMAMm REE- SIREEHSE
REE e REXBEXER  REE-
BREelER—FAHE! AXH0
REFRNERNBERHILE TS
PARER - BATRRGIET - BFES
BER [REA] WRE - ERXE
EEXRZEREOEFHRANEE -
HAESBERABPNFRBEROLARA
ERBEN BRI - BRTFREE
RRAFNBERBRR-—ERHOERN
EX - BEERRHFAERHRE
BHXEE - AL O EHREN
DHERER ©

e 4 - HARESRM ?

B —RMERAHTEEE S mER
B 2 iFRIRE - AEERHEO R
ZEE -BRIEXSBEPLERERE
AEEN SAAZHEOBTITE
BRHEBEFITBERNERRNERNEA
FR - HOBFEETHBNZIRS
BE BBEERETESEKAERRE
HBER / HE B Mt EE b B E R
JEEECN RIERNEEE OFFAE
TRUBR/ hEBAREENERZS o
PRENGE L 45 BB AT AR 2 A = R HH D E 1Y
B FNERBEBELFEIFRE -
BEESERNWESERNARER
RIET  BHEEZRE - AEHORS

TERWMA (BRMEEER) &M -
twEMY - ERAAERTEE—BM?
RHARRMAE? MNELE

o ]
AR (=]
FRHETREERTAE?HARER

EREXH[E HAEANERWA
AmEOEHELEURE - BHASH
Htph OREREH AR EZHOEE -
ERERREEN  LALBLHA=E
#HE EmeftE BRNBERE -
WEARHE  ELEREER - RAERE
ETRAARRE  REELEERTH
SNBSS TEEREER - PEHO
RS UBEHE 4 SFRE R AEEM
Bth - EEAE T RMNHEESE
B hneEsE o

ELEAMRE B ?
HAL DS HIEEER WA EE
Bl BETEEERBESALER -
MEAEARRARNEREEHNERE
— HOBHRESERBERRRER
ERMEENETE - ERARBA
HOEHERERHENESEE,
BREBNEREBHE LR EENE
BRNIZE - A

Anne Marie Lacourse »
B 1B 7 R B AR B AE 42 EIEE L

annemarie@lacourse.us


mailto:annemarie@lacourse.us

ACAMS™ CERTIFICATES

PRRFEEMGE

ACAMS giEEnE =] n**i

MENARBEBLESREAARREZEEZRAMEIL
ACAMS FEERIELIR FBBEIOER - AUTRMHIEHILFESR - REGFAL -

;ﬁ%u%*i

BTME e #EBEENISRILFE

EMMBRERRKBER

;?%ﬂ REEER IS
REME
IR LT
EEIRST

EMERERER

e L

L CERBIBEEES)
B (EmsRREES)

| acams.org/certificates T fZ%E % ACAMS EEFEARK

BREREREERR - W AERNDERPHREEZEAES - MEHRER

THRIENER /
EREMMAE

THRIENER /
EFREHRE - €

8
i

3 ‘:)
€?E4Hﬁﬁﬁ

11 nmzsmame
TREDHERE
;“-ﬁ%%ﬁ
XBEE
RREE —

B EEERNERE

=T EARAR


http://acams.org/certificates

=28 ¥R ER B

(exit scam)
5 /2 FE 222 I ot Bl T8 Mo




ER - MBEEH-—HR

—EEFENFEE T

FEERERMRIEHE KL
BEFE —HTEMEEERMOEE - KX
FHRENAHMEBELRE  "YRARELZE
RFLLASHE -

S-HARALAMEZIHAERERENAZ
AEMNAMAAREZNSH BEMARE
MEZEER - FWMITHENZEK  BURE -

BENZEWNRE  ELERRERANFREAE
TEHEE RERRAAEREREN—ERR -
ME - RERFBIRRMTESD > WARRKE
ENZEE?ANSYRERBRETES - A5
ARG BRI R o

TEEmERBHEEER ?

RERBEEHS L (B FEES - EN%
ERRHMREES FRAN—EAN - aEH
BREREMMBERRAEEE ABEB
THENMEREEBARES (W) BF K&
AP EABMRE (EHH) BHNREE -

M AT Ll R ERERR ?

2017 5 - BEEHRXSEH (1CO) RIREE -
MBRERREHRAERT - IREHFH
MERFAAZE DML ERDE
BHENER  AHBBESNEHRE - BR

AB X ATRAE - BREEE o

[ srsiveezmste |

BT BEEMEESRENER - HRTHERREAN RERR ] :

EEFMER G T LM AR ML eREESEREEBROER -
EASEESIERZ [HEE ] (rugpul) 5FE (5 —BEXHN
BHERR) SEBEREBREZX  BEEEETRPMEREHALTH
Bl HIRBIETEIR/G o 5170 Iron Finance 3T HARY TITAN ERE
18 Mark Cuban IR E M A ZEGD o * 7248 [ | & - Cuban
FRERE MZEREFHPEES  *EHAZEFZAEBEFR 0L
1S58 EmMERETES -

msS > AEWRHEND > A AZIT L EFERELAE (NFT)
Eban& A ~ YouTuber » EEFE > Bz F-H - BE REFZEME
EBERMARE RERENT U TFRERE [ETHEEE
(No Freaking Talent) e AT » R EEBEEZH T EUKE
BARE AT BFREBE > RERABRREME - AHHEEN
Logan Paul ¥R B L REHE2E T —EH 7 HERKAHEB=H
ERBEMBEMHE 40000 ETHE-—MEATEFUREMER -
ZFE B REZAH{ERER 20,000 £t BREE—FDE
OpenSea FHEEF 21,000 3=t » MAARE - *

B#% ARHBRT —EFFERENES RREES - B2
AMAUETEABESWAERE  BEEHERERE - M4
ZBREB —NAFAG9ETET —EH  BEEESRE
FABAEMBRT o ° ER—EEERRSHRS °

FEAC > EMEBRER

FEEERERARREAZERNASHIREE A e BAE - A7 Ee
BRHBBEMLEERS L WEFSE - BREBAMS - TURE
LT R E R ARAIRE

WEZEIZE W YouTuber EERYE (HERBEERKENSN) » TE
FHERE  EABCERNELRT ERBEIARREHMRAEN
BRIE [EEAR ] RREBRRARNBEERE o
EERTHESNTHR  BULEETHASHE - EARABLEER
AEEet BNEERUEFELK FEEME  —EZEE2E
BE@MZEENERER - REIEIENE (vield farming) M S W&
HERF EAH o thod  EFHFER CoinGecko EEKEBMTE -
EEURE B R EREEA MR ER
MREREBNERNFRINEAEGS  THE-—ZF 20F
—ANEE BREKES REEE EEESERARNSE

[2021% 98 -1 A% ] 23



EERE
EHX?EE?EFE%?’%@TJE
REREEHFNHMNVE

REANZR

REZENR  ENEEMLER
MEERE HEBES M-
HER S B AN IR B Al R EIE IR
F100 FEERRENNEEL
BMRRARARERES BB
BRI EIEM o

At BEENMBEEERER

HEFAHRE E-EEHAB
BRBEHEE - RELEFE

BAARIH LA UNI » BNB ~ FTT £ £/
RENRERE - HEABKRE
ERHATREKE  BRER
EHNEFBEET HRHZHR
EABE - BEBRTMELR
B EERNAEREEERESE
RAREEBERBNIGD - B
NFT tH R 2R A EEH  RATE
NFT R AEREEMSETE
HEHERENENRESE  TH
=RRE  ®RIEFE -

ERUEERET 20 K
MRBERDARREENREE -
BRHE  BUERAUTEA:
[NBITES ABLUBEE » BRI
EFR 1 I

Judy Smith » Paybis 1T S54SEE / fEZ -+ FLRLAEEE »
smijudy33@gmail.com

1

6

“Buy Bitcoin with Credit Card or Debit Card” (F{E B FE2%IE-FE 455 »
paybis » https://paybis.com/

Jeff Benson » “Mark Cuban ‘Hit’ by Apparent DeFi Rug Pull” (Mark Cuban 3 %
EFR ML LR ELERFITE ) » Decrypt @ https://decrypt.co/73810/mark-
cuban-hit-apparent-defi-rug-pull

Billy Bambrough » “Billionaire Bitcoin Investor Mark Cuban Calls For Crypto
Regulation After Price Of Radical New Token Suddenly Crashes To Zero”

(EiS BB EHIREH Mark Cuban TESEH M EREARES 2 ETE
HINZEHEITES) » 2021 5F 6 A 18 B » https://www.forbes.com/sites/
billybambrough/2021/06/18/billionaire-bitcoin-investor-mark-cuban-calls-for-
crypto-regulation-after-price-of-radical-new-token-suddenly-crashes-to-
zero/?sh=1361db762607

Geoff Weiss » “Logan Paul Sells $5 Million Worth Of NFTs Ahead Of His Pokémon
Box Break” (Logan Paul /£ 8 A 2R EBIAIS H 7 B8 500 B THFERE{L
XBE) » Tubefilter » 20215 2 A 22 H  https://www.tubefilter.com/2021/02/22/
logan-paul-sells-5-million-nfts-pokemon-box-break/

Jamie Redman @ “NFT Immutability Debate Grows as Tokenized Tweets Get
Deleted and NFT Images Are Replaced” ({XHES{bLE4S#E M - NFT B{& 1K -
NFT R4 5| 2T £ F &) » Bitcoin.com » 20213 A 1N H »
https://news.bitcoin.com/nft-immutability-debate-grows-as-tokenized-
tweets-get-deleted-and-nft-images-are-replaced/

“Prices” ({&#§) ' paybis ' https://paybis.com/price/


mailto:smijudy33@gmail.com
https://paybis.com/
https://decrypt.co/73810/mark-cuban-hit-apparent-defi-rug-pull
https://decrypt.co/73810/mark-cuban-hit-apparent-defi-rug-pull
https://www.forbes.com/sites/billybambrough/2021/06/18/billionaire-bitcoin-investor-mark-cuban-calls-for-crypto-regulation-after-price-of-radical-new-token-suddenly-crashes-to-zero/?sh=1361db762607
https://www.forbes.com/sites/billybambrough/2021/06/18/billionaire-bitcoin-investor-mark-cuban-calls-for-crypto-regulation-after-price-of-radical-new-token-suddenly-crashes-to-zero/?sh=1361db762607
https://www.forbes.com/sites/billybambrough/2021/06/18/billionaire-bitcoin-investor-mark-cuban-calls-for-crypto-regulation-after-price-of-radical-new-token-suddenly-crashes-to-zero/?sh=1361db762607
https://www.forbes.com/sites/billybambrough/2021/06/18/billionaire-bitcoin-investor-mark-cuban-calls-for-crypto-regulation-after-price-of-radical-new-token-suddenly-crashes-to-zero/?sh=1361db762607
https://www.tubefilter.com/2021/02/22/logan-paul-sells-5-million-nfts-pokemon-box-break/
https://www.tubefilter.com/2021/02/22/logan-paul-sells-5-million-nfts-pokemon-box-break/
http://bitcoin.com/
https://news.bitcoin.com/nft-immutability-debate-grows-as-tokenized-tweets-get-deleted-and-nft-images-are-replaced/
https://news.bitcoin.com/nft-immutability-debate-grows-as-tokenized-tweets-get-deleted-and-nft-images-are-replaced/
https://paybis.com/price/

ACAMS™® (e

2R R ¥ 8 0 i e

B PR Bl | & BB (CGSS)

ZRADNRREEAMHE (ACAMS) HEHMNZIRAE - cess ' RMERAETY
BFREER » REVERHBERERBEBEAIRA o

THEHZ4FM : www.acams.org/cgss

©2021 ACAMS fRIEFTAE ° ACA M S L

DR R AN



https://www.acams.org/en/certifications/certified-global-sanctions-specialist-cgss

[ maimssmne |

ZORFEHE B DS
R £ R 5
W 17 (51073

MEBERNREFELSSZ  TEOL EEX

ERBRERTAE R/ EEBRFHRME

BRE - AW —DMEIEL - B 2019 FLURK » 2
SIMMESERINT 141%  XRBBREZBENSRBBRESN
TBEETHEN - 2RERRASEERNELAMNWEE - MR
HRE  MBIHSEMME  AMBENNMETNRNFTERIEEM
LNEERANERER EAZHEMEBL T RS BEER
EEER  TREEHRAIMEMNER -

225 BERRGHBEMORTENDIK - BREUERESRAIRE
EEELEN TREBNESERTRNETHRE - BEHR
it RBEHER  ENRERETHESL - ERELZLHN
TREMME :

- EEENTEHRR  EANEREERBEEEEMEARH
HERE - AMPEHHERIMETES - WHANEE - Hil
B 2020 F (FHlsEERIE) (AMLA) P RIBITEMETRE
B o THATE - BEARASHEAHRMMANEIR - SR
ELERET - SRMBTE 2020 FM2021 FHWEEDEM

- BERXHESRIEHEHEZ D SEHOME : D5k RITM
HtEMEBRBAEEFNESERFNER - BMLERA
B MBEERENEFRENER  CERTHRE BFH

B0 A TR B AL R 2 B M B SR MU R AR &t
R A AR S AR -
ENENHERTER

EAHERENLRAGNRBEREERBUE - BERNERRR
REBRBNERNSMEERMAREEAZZNMABHNESD -
AZTREBRNTABRNBALLLRE  BI2RATRSRE
MREZREFNEFE - EELKKPEEMTENE  MEE
TEERHNWHBEARZENEZBERR - BENRAELER -
BRREREMEBEMNS  EEHESR (Hl BUNBED
(XABBIES 2)) BREHET @ [ THRENEF ] IFFERAEN
ERBRHS > MERBBBREERNENTZINEESE - Bt -
TRBEBRELERDBENMNEREZBEBREFNES - LAERS
BAERMAERBREIETRERWESD -

BHRNERBREHRS ZREBEROVRTEAGR ZHERHER DO
RENARERREBHEN - T2 HACBESEQANRRS 2K
ERASERLE ) MYRMERR T e BRBERNTZRE -
TEEERE  tESXIR - MRRES -



BRTEREERES B —EEANEE  BLRAGAREE
BAERGEE(M ELFENT N RBEESE - FFZHRA
BIRR LA 00 FREH - FIEMAEELEED - WERKT
REEH - EMEEHREEF—RE{C  EXFHHBAKRE
TERE EMEFREMAAREENAREEFERAS
AZEREMEFNARERS  UREHERFEER - BL
RAUASREEMRAUBEHERF - Bt eMEERBETEN
BERTAZIENERNERRR -

R ? RENMAELRE - RERERSE 0% @ ° BT
AEANERSEY  BERASEH BEEERE  AEAEEE
EIRBHEHEERRNESEERE NEERBEERS
RERE LHEERK - HRAETEEHEE - BEASZHAER
RARBETEAS  EFATAESFTERENER TR
M o

BENZOERRTEFNABER  MAFTE360EES
BEEZFEIREBRARNTS - UASRARERENSK
DEFERAE - BESAYEBILE - SFRIFBERTAN
AR - ERHEMRSEEFTRA —ERUTENTENETF
HEER - ERERFEERPERFI —RERELEFERA
BRERBRENE BT - A > RIEEFEHFTEFNEBRE
Bt MARMEERBERSAEABRNERNKRENR Z &R
RS REBIENFEER D

MR BBXERREGHZORITRZ EEER - RARE
BRDFRMAREE BRONEEREE EREHE
SENENERTREESSBMANERLE - ERIERE
FEARNRIMABYASITER - LEEENSRELER -

TREBE ARSI ZERN DT EN - B0 EX D AT
EREBAICEENSE [RE] BE - BE  HZRE
MR BN AN EEBELRERE - BAERE —ER [#H7E ]
E-NNEARMIMNBERED  BEFSERENLZH
EBERERNKERNDTNER  BRMBHAZTRSE - £8
FEMHVERHEMAH RN - RERBENRSATERZA)
KEEBEARBAREEDLRPA) BENEREFTEAN
BE-

i
B TREERARROREITEER NN  BEEL
R R S MAETRRCMAR - UEEESERNEEMN

THRLNBERE - UTESRAEPRARAXBEENER
PrEiRENRRERZE

[ maimssmns |

1 BERANERERENER  HHBENRARRE - 845
BEUNERAETMERLSN  UEEERREEARTY
BRRGERNTE EHEBRIETHE=Z S B HAKBE
B ERHRBT o

2 ANHEBKEHARRENESR  BRERERMHTE
REMBER - BRFILRRIMNERTAE -

3 HAIEEREXBEMNERNRAEERE  BELA
S EMERREVEYIRER » B RE SRR E - ZEEHRA
BARM  XEREL L - HHEENANEEES MM
HITEBRERERRER

4 RESRDFTEM » NMEASBEEZORITRL AR -
FAEXNEEEETHEERE - MkEEEARR
[EEEL | HRECIEREE o

5RAMERMIMEMETERER  RHBRBRBEX
MAl AR - IR TRIARE B e B IR ER

6. MARBNRZEERAS  EELERR - HWIHE | ET
360 ER2FUMTRERDN - FAKBEAREZEEBLH
F1R(2BIME2RTRE] FB - BURD R
FrIERRII RS HE - RASHERAE - BEIEENRR
TEECHEBEEERBENERRFEE —RRER
2 RREERANBEZE -

SRRBERABRHNIEERNERRENEE - BHRUE
REMERFETSERE CXNRFERNEENRY
AR EXEMEMER  BRARHD FREZRE TR
HEEEARREENSE BLEMIRFEREFIRF
REMBBETRESD -

CEREDEBCEMEERBESE  IPERDERNERE? (Y

John Dalton » KX &5 BI48 # 7% & AR 7% 2 iin B2 AR R T S A &5
EHFE

Robert Goldfinger » CAMS » R1& LRl + KX £ G IE EH isH &
FE

Jaclyn Jaegar @ “Report: Fines against financial institutions hit $10.4B in
2020" (3R% : 2020 FH S MBS SEEZ 104 82TT) »
Compliance Week » 2020 £ 12 A 22 H  https://www.complianceweek.
com/surveys-and-benchmarking/report-fines-against-financial-
institutions-hit-104b-in-2020/29869.article

Stuart Breslow Z + “The new frontier in anti-money laundering”
(B HIEERRFRE) - 547 - 200 A 7H -
https://www.mckinsey.com/business-functions/risk-and-resilience/
our-insights/the-new-frontier-in-anti-money-laundering

[2021F98-118% ] 27


https://www.complianceweek.com/surveys-and-benchmarking/report-fines-against-financial-institutions-hit-104b-in-2020/29869.article
https://www.complianceweek.com/surveys-and-benchmarking/report-fines-against-financial-institutions-hit-104b-in-2020/29869.article
https://www.complianceweek.com/surveys-and-benchmarking/report-fines-against-financial-institutions-hit-104b-in-2020/29869.article
https://www.mckinsey.com/business-functions/risk-and-resilience/our-insights/the-new-frontier-in-anti-money-laundering
https://www.mckinsey.com/business-functions/risk-and-resilience/our-insights/the-new-frontier-in-anti-money-laundering

[ Batszmnke |




021§ 5 B 2H

#EREM - BEEM

A3t -+ 28 2R 49 M B

REEMEIELE
FARRBATEMBGME RER
Colonial Pipeline ‘A B] # Z I8 W& »
WIARARA TS AT B ALRE - ER
JRFT © RSB Darkside B E) ¥ RELEE
I 88 I8 2} Colonial Pipeline & & & [ -
EREAF 75 B (430 8XEx) 1
BE 4 o Colonial Pipeline L 45#54% »
WERIBZ TR » BEWEEARNRLS o
T7A3HBENS —EXRMF  EH
BT G hE Coop Sweden HE T 500 X m
wiREx  RAHEERWBIRAM B
HEIREAELTE - EHEm ARSI
RERENHR BE—RUBHERS
ZHHREUEBRE  AMEEELRR -
ERHEREEREREFPINELEA
HRBIBELR - °

FBI AR/ NEBBESERENE
E¥ it - 388 T B Colonial Pipeline
XATH 637 ELL 15 (30 BXT) <°
1B Colonial Pipeline I T2 —HZEE o
WEREBEILFE D T Ryuk / Conti »
Sodin / REvil ~ ClOp » DoppelPaymer »
DarkSide H] Avaddon 18 = i H fih # 18
BEMNMEARKHUEDES @B
EREREERRF - EFLASE
BEBNZRE - SRR AMERAVED -
FBEEKATMCNA ST - $HE
FRRZERINAMEER, —TER
THRBERE® (CVC)  MEEER
—EEENENRTEE BB
WA~ TIREBUANEERFINEE - N
ERTHENERET  FIAZEE-
RECVCXZEEZAERMR  LEX
EEN RIS -

[ maimssmns ]

nERBHHRREHHER

2020 FF - BB 4 BERANMBEBEWEARHZHREBILRED FEBNEAMU ; 0k
RS - SREE - RERADMEMAZAENNFIIIEBRIZEEBE (RE1) -

B 1: RSB REINNZEEEE
2016 - 2021 (EHMES)

$500.00
$412.01
g
. $400.00
&3
2
=
IR $300.00
H
il
[
@ $200.00
}?"’é $127.10
fm
g $100.00
33768 $3730
$0.51  $1.11  $0.89 ?17.78
$0.00

2013 2014 2015 2016 2017 2018 2019 2020 2021

BEHHIR : “Ransomware 2021: Critical Mid-Year Update” (#) 2 &, B2 2021 B E & £7) + Chainanalysis
20214E 5 f  https://go.chainalysis.com/rs/503-FAP-074/images/Chainalysis-Crypto-Crime-2021.pdf

REDFEHMEERERBENRERME ? MZEEE B MM ZE ? FR “crypto”
REFEEE kryptds - & [RR] 22 - REESHEHE - MBERRELLEE - LIS
HEASHE ~ Zeash MBI A AAMMPIER EZ B\ IHS  ARESERET  MIREBER
R[22 RENTAER | (9455 - REEBRMBRMNER LM ERML - B
ALRER MU W BEE S B K o fIEBE FBAMRNAEE - FIRERKRE
BABERE  UREREZEANKEEZEXTREZ2RE - AESHERRZEEN
Bl - ERMEKAREHANHBENE - EEREXEH - ARLFES FELFER
AE BEERTIES  SHRIEENBEISEBMEEIRRLE - IBEKE
BMETERBENAMEBRARNBBNFIE - TETREGHRAXBHER - BA
Mg - BRAVHEPT - Bt - MEARNHEMETERRELENTE -

[2021F98-118% ] 29


https://go.chainalysis.com/rs/503-FAP-074/images/Chainalysis-Crypto-Crime-2021.pdf

[ maisssmns |

nE R R R ETR
=R ]2

REH CVC ERRBEN  $REEE
TELSEEE TR o B 2 388 CvC B
SEBN=EREER - ARLLBZTEIER -
ZEHSRMIILERERE 2020 F£10 A
BT —OBEARRE - EERLRE
RER [HREENRNEERBRE
BEZESE  PRED—BEFERHEE
R — B BB S ¥R (MSB) ° ] AR
SHZEEREMBREERBYIRSE
FRiEkXTE:EFESESRMME
TEE SRR ARTIREBES
CVCREFT - EBREEMER o kLI
BHRETER -EER HUESR
Mty fE 42 N ) S AR B AR B s R UK 2
TEANES  BHHEBACC RE
EBCVCEBERELRY FEHMN
1S EE AL o

S—RBFEAERTFFIEAMRER
[BR] E2EANBCTHIRS & HIHRE
—EFRE-RreshtMiEs
5 CvC - BEAZITENE LI o
i [ERK] RATERE SR AIE
fasRAVER - FBRIBEHE - BErZERE
PSR T A A I AR 1TIR P BT
HABEITIEEAE - EERKZE -

PREIFE—BRERBBRERE
—ERE IS EESRETE L
BREWINESMEMNRERES
EAZEBRE EXHMERATEE
CVC MEHF - $TH% CVC E X4k A CVC
Eb I BRVEHE o £/ AlphaBay »
Helix > Darklaunder ~ Bitlaunder #
CoinMixer &5 ¥ 88 7188 [0 28 2 N 2=
B RETRRRENES  ARER
F—ZRY B Kttt 0 45 1% 2 2% By
FHEE - #§ Chainanalysis 247 + ° R15

30 [2021%9 A -1A%]

RENERREE  REENREEZ1E6 @R RE7TX - XELBRERBE
ER M RA I SE AT b I 2 A RS © ©

HthZ B R AP REBREBIRFNRZAF I NBERRS - HEK CVCERE|
Frblikss / STBER (AML/CTR) B H BB A EBRERNTZEENR B R HH
REH - EEAEEAINBERN - BB EREE  ELERCELEERE
FERFT1S CVC HIHEHF o

MZEMAEEEZRESRE  UKEBESREEL BHHESEBRAKRILRES 7
R - BBV EENEEERTZEENNBERRIZ I BERSMAER
BRERAFPED Z2BRER - MU UERE CVC BB EAEEH - HRBEN
BIEET CVC ARG L EEMEBRY » cVC A ARBERIBERSEE - LRSS T
KEREELPLY  WEB—RIPDERSZE CVCERREEEY - Z—BRBER
CVC ATM #1 CVC @+ ° #& coinatmradar.com &R » 7 BHZERK A 23,000 & 115
EMAM . HEHATEZ  ARUZBARTH -EAREHET —EBY HEE
AMZBERBEZSR - S8 FHREER FranckMuller SERLERHRER T —REE
12,000 ETWF ik - HABERNBUREEENEE - SRFHREUFEALISEIEE
M 2REZFE LA EBEN ARV - RBREEMNZANUSBERH °

2 : CVC R = {EPEER

RE
FEE

. CVCEHFR
(cvec/gifn)

@1t

RS ER

- BETEEENZRR
HEITIRSD Bt

- IR SA L

- BHBZRMR

EEA

=
DERSFHTE
. LS

. CVCATM

. cvcig@mF



http://coinatmradar.com/

MBS XET CVC X5 - AEERAFMRERE
EEBENHRREE  HIEH CVC BE&HBRASSTNZED

7

HRMEABRBBRKEAES  RAFENEIABRHYERIME - 27~ BAAR
RMASNERBBOARE  NMBEBE - AEEANEE  SREE XEF
CVC X5 ~ fRRBR AT MBERBEEEENEIER - HiZEH CVC ESHKRA
BoHzBED - MRUGKIIBZ HREA  REESURZBREFRDEIEEERR
LREDFHEEANDRREHBEEN - ZEEH ? BIEEZFRAZCEENEHLESR
i BAST TN F) ~ BBT M AR SamSam B RBBE BN S HIBILR D FHELR -
ELEEI R ARERIRI0 ZETANBUERRZMETRS - RBREZE(L

PEEREY— B o °

B

ERNE  BUEBHIEEYTFHE U F2H - MREARF U RIENE - ERA
BEXSEA—E—R Mt - EBRERER - B—ERAHE -BHRATENZE
REERMTEI - BET CVC N RAHRAMKAM - Hit - MRBBESRE
FHBENEAREE  SHEIFHEUHURZHEESERIXNELFERAEET
BERENERE

BE-LEEHNBERZ2EAHBESI T ANMER AL LR EZEERES
EIRWE R - EMERRIESEEEENEREENFENRS - BAl - FHA9EH
REFEHEE —RLERFUECKRELTHEBNIN A ARENEEERS
HHEARY - BEYRBLEENRFACVC  EMEFXHEARSHMBBETRE —
HAHFZEMEEREFRERT  TEALMANRTIRFETIZERRS -

RIS G7 SIEE QAR BARE [H#E TBEAERDRHEBRE
BEREREWAIERERIMARKILEE  WERAEF -] "ER  ENMAHEEK
SIHAEZR  MERBLATHERARZ2ES ERETERSREFRE
EHERARGLRY  "EARNABHBBTERE - A

Deepa Chandrasekhar » Bf & EEIRITEIERIEE - BELHERZES -
S HEEEE

EXERKREENEABR - L TRREEBER -

Thomas Brewster, The Ransomware Group Behind The Colonial Pipeline Hack Says It Is Disbanding”
(Colonial Pipeline BB B E RN REBSTEAGHE) - (1FHA) » 2021F 58148 »
https://www.forbes.com/sites/thomasbrewster/2021/05/14/the-ransomware-group-behind-the-
colonial-pipeline-hack-says-it-is-disbanding/?sh=14e242eb7775 ; Nicole Perlroth, “Colonial Pipeline
Paid 75 Bitcoin, or roughly $5 million, to hackers” (Colonial Pipeline [6]EZ & S {5 75 {E b 45
(#8500 BETT)) @ (AH49RE2R) » 20215 5 B 13 A » https://www.nytimes.com/2021/05/13/
technology/colonial-pipeline-ransom.html

Joe Tidy » “Swedish Coop supermarkets shut due to US ransomware cyber-attack”
(H 82 Coop BT H XE$H R MK N E M) - BBC > 202157 A3 H -
https://www.bbc.com/news/technology-57707530

@

[ maimssmns ]

Matthew J. Schwartz » “How Did FBI Recover
Colonial Pipeline’s DarkSide Bitcoins?”

(B FAE R 2 UME[E Colonial Pipeline

X {145 DarkSide RYLL4SHE 2 ) »
BankinfoSecurity » 202156 A 11 B -
https://www.bankinfosecurity.com/
how-did-fbi-recover-colonial-pipelines-
darkside-bitcoins-a-16863

“Advisory on Ransomware and the Use of
the Financial System to Facilitate Ransom
Payments” (EIR#)REEEFFIA
TRARERPRESZANZRSE) -
2HIEERET 202010818 >
https://www.fincen.gov/sites/default/
files/advisory/2020-10-01/Advisory %20
Ransomware %20FINAL%20508.pdf

Thibault de Balthasar #1 Julio Hernandez-
Castro » “An Analysis of Bitcoin Laundry
Services” (LbAFHESEERBRAE D 4T)
Chainalysis and University of Kent »

2017 £ 9 B - https://www.researchgate.
net/publication/319944399_An_Analysis_
of _Bitcoin_Laundry_Services (55 BHR :
2021 6 H28 H) °

Faisal Khan » “Twitter hackers employing
‘peel chains’ to launder the Bitcoin bounty”
(ESREFEAIRIBE LA EES)
Technology.org * 2020 £ 7 A 23 B -
https://www.technology.org/2020/07/23/
twitter-hackers-employing-peel-chains-to-
launder-the-bitcoin-bounty/ (FFRIBHA :
20216 H 28 H) °

Coin ATM Radar » https://coinatmradar.com/
(35R9RE: 2021578 8H)

Rachel Cormack » “Franck Muller’s Newest
Watch Doubles as a Bitcoin Wallet, and You'll
Need Cryptocurrency to Buy It”

(Franck Muller B FE&k R AL SRR
Ihee » REERMEEMBEE) » Robb Report »
20215 2 A 24 B  https://robbreport.com/
style/watch-collector/franck-muller-new-
timepiece-doubles-bitcoin-wallet-
1234598536 (FHREIEHI: 202156 B30 H) -

“Treasury Identifies Iranian Nationals

and Their Digital Currency Addresses Used
to Facilitate Ransomware Attacks”

(RS BEP R RFRER R EARMEE
PRUBWENSE M) - JD Supra »
2018 %12 A 4 B  https://www,dsupra.com/
legalnews/treasury-identifies-iranian-
nationals-29943/

“Carbis Bay G7 Summit Communiqué”
(FLLETE o7 BIREARK) » ZEAHE
20215 6 B 13 B » https://www.
whitehouse.gov/briefing-room/
statements-releases/2021/06/13/
carbis-bay-g7-summit-communique/

“Advisory on Ransomware and the Use of
the Financial System to Facilitate Ransom
Payments” (EEAENREBEFF A
TRABRERPRBESZANERSE) -
PHIEEREFT 202010818 >
https://www.fincen.gov/sites/default/
files/advisory/2020-10-01/Advisory %20
Ransomware %20FINAL%20508.pdf

[2021€ 98 -1 8% ] 31


https://www.forbes.com/sites/thomasbrewster/2021/05/14/the-ransomware-group-behind-the-colonial-pipeline-hack-says-it-is-disbanding/?sh=14e242eb7775
https://www.forbes.com/sites/thomasbrewster/2021/05/14/the-ransomware-group-behind-the-colonial-pipeline-hack-says-it-is-disbanding/?sh=14e242eb7775
https://www.nytimes.com/2021/05/13/technology/colonial-pipeline-ransom.html
https://www.nytimes.com/2021/05/13/technology/colonial-pipeline-ransom.html
https://www.bbc.com/news/technology-57707530
https://www.bankinfosecurity.com/how-did-fbi-recovercolonial-pipelines-darkside-bitcoins-a-16863
https://www.bankinfosecurity.com/how-did-fbi-recovercolonial-pipelines-darkside-bitcoins-a-16863
https://www.bankinfosecurity.com/how-did-fbi-recovercolonial-pipelines-darkside-bitcoins-a-16863
https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf
https://www.researchgate.net/publication/319944399_An_Analysis_of_Bitcoin_Laundry_Services
https://www.researchgate.net/publication/319944399_An_Analysis_of_Bitcoin_Laundry_Services
https://www.researchgate.net/publication/319944399_An_Analysis_of_Bitcoin_Laundry_Services
http://technology.org/
https://www.technology.org/2020/07/23/twitter-hackers-employing-peel-chains-to-launder-the-bitcoin-bounty/
https://www.technology.org/2020/07/23/twitter-hackers-employing-peel-chains-to-launder-the-bitcoin-bounty/
https://www.technology.org/2020/07/23/twitter-hackers-employing-peel-chains-to-launder-the-bitcoin-bounty/
https://coinatmradar.com/
https://robbreport.com/style/watch-collector/franck-muller-new-timepiece-doubles-bitcoin-wallet-1234598536
https://robbreport.com/style/watch-collector/franck-muller-new-timepiece-doubles-bitcoin-wallet-1234598536
https://robbreport.com/style/watch-collector/franck-muller-new-timepiece-doubles-bitcoin-wallet-1234598536
https://robbreport.com/style/watch-collector/franck-muller-new-timepiece-doubles-bitcoin-wallet-1234598536
https://www.jdsupra.com/legalnews/treasury-identifies-iranian-nationals-29943/
https://www.jdsupra.com/legalnews/treasury-identifies-iranian-nationals-29943/
https://www.jdsupra.com/legalnews/treasury-identifies-iranian-nationals-29943/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/13/carbis-bay-g7-summit-communique/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/13/carbis-bay-g7-summit-communique/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/13/carbis-bay-g7-summit-communique/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/13/carbis-bay-g7-summit-communique/
https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf

[ ®Aw@mrr = |

32

iR

[2021F 98 -118%]

CETBRERSHHARHENEERD

BERTAE BENMERGBREREFLYT

HERS - ALt - BSEERGHITEAE
ZHREESETINEL  ENUEMBNETERRTEED
BENEBTH -

BEERMBESELR  BINEXRERSEERAR -
MIECES - HEEE TN HIARBINETERFES
ETZERREARRZITANER (BerX)  mMABRERE
LRI FRASRBULERS -

RBAFRABEHEENHHIAREXA T TEERNEIR
AR o (BEBM)  (BER) (BmZi) SRPITERET
BARNYEE  BEEAREAEE —ENER - BINERFE
EEHMBMLAEREH —SHEXERSIAAE - PBELN

EBHAMBER Simon Sinek £ — )R TED J&:E F R 7 A5
FEN#EZRE BEXEBRBRERASSNTED BB 2 —
(B8 5500 BR) - EHIGHE (LR - BITE? MEFRH
REBBED) F o sinek 5 IUNABTERBETR &%
BIRE (BM) > REIKWAZE (BR) - EREMRHIEE
FE N EEIS R R I - BEISFER(E Sinek » EREFRLE o



[ EAnmRrs % |

®1: BEAEENNZEE

HESLE DEHFASHEREL EERSAN | X5EE

RTREBILKENES  URRES i BEXZTNZHEMEAGSD  IEABRFRINVERRES
TRIRICSRHEE - ERAERMNEREER BEZEABEASD

el o T /A I 2
EBRERBUMARTEERERLRS e 4 W R B LB MR S B B T
(FRiE) REZZKWAEBM -
BA SRR NEMIIKE - BELTHE iR HESREAREMBEL S — A E ity
BRAPAATERNTRLEERER
BB « HIsRiE X S o BB A = REESREANBEASHERUREESHI

W RS =} = = EIE L g_:.; o »
ERSEEFERES FREAER 8 SREEES  BETEEEE ML ERE N
0 A TR T R RO

o sl A A ERE R IA R A - A {1z RESBEEERBTREZIN
RERFEAEHSE -

MRBSETEMARILRES FSH
RERENRE - tf5eEER Mt
HERZ BN A ST AEREMNEE
TH-

s ek B R alE

%88 B M IR (MLeM) B — BRI

REXPHEIAMERAEL -

B ERRRSEE L BIRRITE

FIBAES T o NRD FRBEBERES

RHE - M MEEERERR 1 M

SAEEMZ— - ——

EBNITER B AV INE - RS B TR
RBEXS - BTELEL FEFIRE
R ERERESEN  BBESD
THE  R@pEN - REZTREA
RERMPIETRE ? ARLFED F 6
TREERAMEMMNESR - B E
LRI FERPEYRERCHETER
RERE  AABRRFIARIEH
ARXE?RABILED F AT EER
B BNESHERBERESH
ERERME -

[2021 %98 -1 8% ] 33




RAKERNIEIERFERERE - REBSAS
LHERBLED FHAERE - REEAFINE
TEREEHBSETEZERERBILEAME -
BB PARRRLARNIZITS » RERH
EEXZHER - IR 5 EBRAERLE
B BIRJRERRIRERITR ©

Bk R BB
BUBES AEENEERBRE - SARESEE

FIENAMRIRE S BEXERSXEMAEA
R1T EEESEN SEYFRBEN M2

34 [2021%9 A -1 A% ]

ERRTFESEHNNAER - RRW-26 R BAFELESHEEE
B ARZFOHAESRINRSRAWE - XU REEN
MEREERESEABWBEE -

ERASANNBRERAXMIRRE - BEMHN (BR) MTRE
BR > S1AFRESE TREMNEERREAS - B EHRER
ARBEGIRPREEST N - BEIRES S TINRE KRR o 117
AURERERSEARTRETIEARITA  RERREFNER
BETERE o flan - B AR E4818 10,000 ETHETE IR ZBR
EHEMmMHEEREZES - thPANENRBAEEREARE
£ MAEBEMEAEERN -



RERZRENRIIERBRERZE °
BRI - BN E SRR EEL
BEZL? MREERENESRE
BEEE  MEMARTERERLE
BN ?MRABEREXZEMEE
REAE - AR AT RE B R 5 E B iR it
BERTEEE o 2B AEIEEE
BEETHERERZRREE - BEHER
RG%E o

RERBRHNHNEAEAESTERH
ERERZNRE - MRFBHEIARER
FEAESE  BMABRMERMF-
EERABALEBRACZETFER
RERTMERDAER (BEEEABR
[REFEEREE ] - I AB0RE M
ITHERE - 2 BRERAIFICEN
ERBIE A BREE R D AT RIKFEE
BEEXZTH REREEFEEER
REENHNEE  BEIEEAREN
BERAE BERERECHEBER
BRAEEME - EH— R tbfzise
BEFRBRE AR RS - AAY
WETHRBRANER (TAA - TN
RR) °

HEE B AR BREEBERBREAR
BREAMERERLE R RARR
BB MBEEREER - — BERBEET
BT ELRBIERER  REEMER

SEEIBLLHG -

HER2 ZRNEEMNESHRERBREN

Pkl

[ ®AnmRrs % |

RN B 7S W 5B

—RME EEBFABRT ZXBILEIRFEFRE - Bt HESRFERF
ERAE  HENEKEBFHIIERTEBRRAZHEEZ  ARARZHRRLED FTRER
BISTEIEBENC - 5—FH  ASBRRERITAIREGEES - ERRETES

ERFELRERN  FINEE  BR - EBNRETEES - BHOSHMEERL - fiE
BEBHERELEN - EM 2018 FXEAM B2 EAERABTE) REME @ B5
WILAHENABME L - BRE RITREE)  BELARSSRAHNTEEER - °

EPRMEBAT—ESFRIIFERF  BERETRSNARSERELKEAN
WEILEED - flnEia - Hik - BRIBEES - A - 2018 FXEMHEBEE
ERRMEBARTME) RELRERES °

;2 HERERNNBERE

RexEED e
- DHRZ
-EREDEME
-AREA
- SR
- AR
- R AR IEE
NEBRAREDR
- BIRFIRR
CXERB
-AEMEETA
- XEANEREES/ EA
-EBEBRER—BER
-BE=HAE
- ZEL W-2G &
BB/ DB
HOERE
- VS RIS

- FETRNRIRS

- EEES

- REABEXR
EEREEEBRET

[2021% 95 -11 8% ] 35



EGET SSE

il aRHAET

MRESREBEBY - BT s
2 —{EREE K - (8 R
AARSHERREEHRMAER -
T - ERBBR  IEEREE
ERARAELTE  BRREALE
HRT—EE E-BRBEWES
(P&

F—ERRHA

BEABTEEERAERZHNER
BEEEZE . UEBRITRE L/
Bh ST EE TAEFERT LIRS D F RIS
RLFEREHRERHMENLE  HEEEHA
EEMNAG - Mit—R KRR
CRITREBER) BRYIEHE T A RERD
TH BEREXFRENTEREH
BEBRETERER KSR -
ARRFMNEEFRLEZTEERZRL
2L - MEEEBECHB AR
REFHERZ 2  BHRBITREEL/
Bl RE - BERNHBESAS
SHEGHIREES -

BE SEHES:
PLI R

Bt RITREE /BAHIEEREREA L
iR EBIEDRAEE (placement) »
% B 1k (layering) B2 # & (integration)
=EPEER (BERA [PLIER ) » #it
RIEEERNRE - BF PLI B AT 1L
PR AR SRR (HIA0R4SHE) I
BHABRTH BREMBHESARE
BB BE  BFKIELESTRIRS
o fPIR S EEN T — A PLIREALH
Z{ERSER o Bl FZ R R FREE

36 [20215 978 -18%]

& 3 : PLIERIERBERISE2 B /Y

wazE

T
RE 2k
ik
ZE %A
e 8
7

BRBEARXBEERZHRE - s ABERHERBIER - BAFZLES FRBER
BERGANE  BTEERRARTAMESH =(EMRERBAER ? 5 —EZE
EIFLETEARS  BEZERTEZLFIPNRE  ERBEIRERTERE
TREECEEL -

REENIFINEZREREERZNER - TEEHERZEFHEANEBBH R EMLER -
R - B RIFIDEL RE PLIRA 2 — 5 MRIFIR °

& i

BIERELFED 7 LAERRLRES FRAUDE - MREFERHE - BETHEAR
BB NERHEIEATENLRES FTHAEDZHE - BRTRE - BETHEAE
PERAAEEETARETS FERNERERAMNTERS ARREREN —EHE
% - BEETRE - BEIAEHERAMEERHEBRSANEN  BEABRFHRE
RENHEE  RAFFALRZER LARSEBREZZHSETRME - EFEMS -
B 0SSR IR B8 R ASH B A BB ITR SR REMEA

Paul Camacho » CAMS » B# /G EREFERINKE  BEFYEEE

! Simon Sinek » “How great leaders inspire action” ({2 X 4%BE AL E b A SREITED) -
AEAERS © 2009 & » TED 8255 » 17:27 » https://www.ted.com/talks/simon_sinek_how_great_
leaders_inspire_action?language=en

2 “2018 National Money Laundering Risk Assessment” (2018 £ 2 B S:e8 BT L) » EE BT EES »
https://home.treasury.gov/system/files/136/2018NMLRA_12-18.pdf

* “2018 National Terrorist Financing Risk Assessment” (2018 & X Bl B ELER 2 & Bh 2 R B R b s 4)
ZEFRIEER » bttps://home.treasury.gov/system/files/136/2018ntfra_12182018.pdf


https://www.ted.com/talks/simon_sinek_how_great_leaders_inspire_action?language=en
https://www.ted.com/talks/simon_sinek_how_great_leaders_inspire_action?language=en
https://home.treasury.gov/system/files/136/2018NMLRA_12-18.pdf
https://home.treasury.gov/system/files/136/2018ntfra_12182018.pdf

ACAMS ®»

N R

E1RFHAY
1t 3¢ R CAMS

RISK

M i! m B° 4 MANAGEMENT
ESEESTRILEREBNERERIR %)3%5 www.acams.org
HPAER I EEEERENEEMNE B R R iR A2

z’
;
¢

©2021 ACAMS [RIEFTH °



http://www.acams.org/

[ Rmmrrz |

38

Wi

RESBINEARZE (OPMS) 17X URZITERZHNER

CRINEBETERMS ZTEHIMFAREENEMRS

KEEFTE  RANERRLEHBEESEAER MEERHE
HRZTERBERSERNZEENESEEEMBREE o 1IN ZITESRW
Emm (Bh - Bh E2EZE) TMEANRENEBHE  EVAREAERENRR
MEELRERE - BHEBENKID KT RELAFATER - BRI
BRERIIELTHHRNKE  FESHRAKREE  RERAAKREEIRHERBEN
$RIT - S 2 » BLEZEAEEN - 5 DPMS ke e e  BRENT
S FAE Y DPMS Bl s E R D o

[2021F98-118% ]



EReBMEA R

A= RIBNRE s — REREUEE
EEREHNREBEHMER - It —
AR MR - AN BB RE A — RIRE—
B EFEZMENmUBRBIREEH
Httm (%) - BN KREBEEEA
LREFENEEL/ B/ ETBE
HtRRMS - BEUBSLRER -
KRENEEILH - EHRURERE
SmIEMER  XERKREEDSE
WHENTH - MRHKEBARRERR
[BHRBHERLES FRERE | §
Th HELZK LRI FHERE
RE | EERRTH-

HAKEEXBRESRAR B - FE
ABERT BRUEBABTALB
BE - BIFEABHRED  BREEE
REZRIZEBRNYL ) HWERAGH
FHBEAEEEN A 2566 X700 ° XH
BHRAERGABBET B108BAD
e 376 REIBRRERM® (201845 >
MERBIOBAONR  BET 431BILE
KUY BHBIBMHET EEE—E
500 B A O MM A HLERIE FRIER M
KREBABFSEMTEET - ME
FEARNEENHRE  CBEARRE
BEKENS  HERSEARASR
ZATERMBRBHORIT SEREBR

[ ERmmrrz |

DPMS TRERMEF —ELN - HMF ZBRLEL FANALEFREHNR  EREE
HNKE (WSEFR sRed BAEH%)  EABLNBLETESNE BV
EE o

RABRZATRZAIARSES - B2 REER TR TEREB BB 2 BHEE
BAFEREEER - BRKkE  SWKE  F& PeEh #6 sHes - F&/
“FHES  YATRRATEEFRES (WERE - fARE - RLRTREKERASE)
TEANIEMIH SEMXEEXNIEZTANERETS (FF)  #HEE - BuR
BSER; Wb RARERTE - SEREEAHRENY R EEEEE: BEE
EEMDERRE - F-—ME - EHERR  REENEBRBEYHEBNT S - HER
EE IR E o

TERYPBEZBVEMNR TEEEEHFIREEETE - E— SR HIEE TN
EREM - UBLEENEREXEBNEEESRP - MEH TSR EEHERN [E4]
—AEENARBHR  RENAEEE MEEESZSFRIABRERY B8
Pl ERE [EA] WARBERLRFEREZE (RTR1) -

®1: NEANEEY [HE6] WERESR

O EELABR #EA #40 B I (BRABEANERER) B#HA

HRAMEELAER® (BEZBLNEBERR)  28ER R&
52X #0BRA > AR46  KRIRRERRE -
BWMEBAL EHR2R BWE ¥UE-E2#BAH-RA-

A BEANMEAR®

s R 2B HIR SRR E F —EmE R o /£ DPMS AR H MM FIAEEETE - £E
FRUFERSER - #REIMNELYAURERERNAETLR - BEHNRZEBR LR
EE FEeER FER) NMAREZKBIBMLMNEIET A - EEFE— K - BER
RBHAREN  EEASREEFFTRARAIERENEEARRABENERE - RER
BELTEEAMAMARITHHILEELZE - BEERA— 2 BHAGE (2REZ
RANFEAN-—BERRBHE  ARMEELOER  BFEMEER) RERERA
Bh o BtEHERARAREHISENE A HEEER -

Al ZZ RENSR L — -
Do B A VLIV B 4 Y
B < L LAt v b

[2021F98-118% ] 39



[ ERmmrrz |

2 i AR R AT S PR TR O\ BT
DPMS ZE# e F BN ~ BB T B %2 ) e 2

iR58 DPMs Bl 3t 84 iE W B B RE 1

ZREBEILRED FARENFR - ARBENERAE  SEEZHREAERMAFES
MISURLRF L FEDPMS TEMILL ; MEEMEMBERSE  BR2ES -
FHEXRZEWRBEE PR - VITHEE A LUEBRROPMS THAR - B
BXEERANRZDMEED - 2 EEEFIASRERBRERRERRS

DPMS X ZMRHPNENTE - HATFURMZTEEEN B2 - BRTZITHEREE
AE (RABBAIRIT) 2Hh A ABZITRANZED - ¥ DPMS R 5 7L HIE —EHPT
TE BUREARE  OMARZEZRED - BX - 2EHBEBRRETEHRAZIN
DPMS (B REBERN - BT SEHEE - BMBELFES FAREL B4 BEE2EN
AR URBREFEASERETSNER - AREER - GEEMR MR - FoR
2 EEM DPMS TERHENLERE LRI RNBM - URSEBEBERME -

HR ZoBERT$RERERNE DPMSIRFBEENERAEAETEEREAN
SR DPMSIRF - BENBEELR - RRBHEBER - XBHRE  HIBVE  FEHE
BH - TSRO NEEZRRTZHIR - IO EHBBE S DPMS 173 XAEH
HEXBABNFEASRAEN  BORKB/OPMS ITEER - SLERMEMERE
HBHERENER 4 -

= BEZRE [TRENEF | SARERENERE - £ AEIES 251 - BT
EPI DPMS B EBIFEFE  DPMS T+ 5455 : BN 2R BRI TEITERE -
ETRETERE  SERBETEHE  WERASEREER - 1o DPMS BEH
REHIER SIS EREENERR - HRSERECAES - B WREEFSRT
EREEER - BEASHSNATZHEE  EAREASSEAREINERRE
REEFEERSEBER . TR - JERETR S LB AH

b

HETYE—ASPNTE  FABELNARTS  BERERE LE5¥%H
B o AT ZATEMERK  MEERES  ¥NEENERAR/NM LRSI T
EELEFERET FOKE - REFLEERSARY  BNRES FEAKEALE
FiiS  MBESRAKRETEL  BRABBRGETENSRMEE - BRETEER
—5 AMERTRE  BEREAEDNETTRIOM SR A - a2 hEEF 5 o
BT - PSR AEE MO MEAH A S BRERENERIZ IS EHR - MBERE
BN B BE/ S EREERL REEFHESYREATE NS
DPMS HIE- &R BIEREN o I

40 [2021% 9 A -18%]

Kelly Ross » #1 + CAMS » FCGmA -
Kelly Ross 2773 ] B8 A B E = -

JNZ AL H#EE » Kross5c@gmail.com

Joseph B. Kuhns £ » “Understanding
Decisions to Burglarize from the Offenders
Perspective” (#IEFE D T AEBMITE
RE) » A FERPAEEF RN E
EAJIFEEZ » 2012 £ 12 A  https://www.
researchgate.net/publication/268444817_
Understanding_Decisions_to_Burglarize _
from_the_Offender’s_Perspective/
link/546b48410cf2f5eb18091770/download

2 2018 Crime in the United States”
(2018 FRBILR]RE) » EHBH AL -
https://ucr.fbi.gov/crime-in-the-u.s/2018/
crime-in-the-u.s.-2018/topic-pages/tables/
table-23 ; “Crime in the United States by
Volume and Rate per 100,000 Inhabitants,
1999-2018" (1999-2018 FEE BT 0 BER
PREBELREAERE) » ZEEBHRAES
Z—IBRIRE (UCR) 518 » https://ucr.fbi.
gov/crime-in-the-u.s/2018/crime-in-the-u.
s.-2018/topic-pages/tables/table-1

3| AL

“Table 1: Police-reported crime for

selected offences, Canada, 2017 and 2018”

(3R 1: 2017 £/ 2018 FE NS KL T HREH

BELRRETH)  MEAGE G -

https://www150.statcan.gc.ca/n1/pub/

85-002-x/2019001/article/00013/tbl/

tbl01-eng.htm

“Dealers in precious metals and precious
stones” (BEEBNEARZE) -
AL ZEERE AL
https://www.fintrac-canafe.gc.ca/re-ed/
dpms-eng

“Financial Crimes Enforcement Network;
Anti-Money Laundering Programs for
Dealers in Precious Metals, Stones, or
Jewels” (ERILRRER : E2E -
BEARKRERZ BB HIEEHIE) -
EEICFEEE/T 20032 A 218 -
https://www.fincen.gov/sites/default/files/
shared/antimoneylaundering060305.pdf


mailto:Kross5c@gmail.com
https://www.researchgate.net/publication/268444817_Understanding_Decisions_to_Burglarize_from_the_Offender’s_Perspective/link/546b48410cf2f5eb18091770/download
https://www.researchgate.net/publication/268444817_Understanding_Decisions_to_Burglarize_from_the_Offender’s_Perspective/link/546b48410cf2f5eb18091770/download
https://www.researchgate.net/publication/268444817_Understanding_Decisions_to_Burglarize_from_the_Offender’s_Perspective/link/546b48410cf2f5eb18091770/download
https://www.researchgate.net/publication/268444817_Understanding_Decisions_to_Burglarize_from_the_Offender’s_Perspective/link/546b48410cf2f5eb18091770/download
https://www.researchgate.net/publication/268444817_Understanding_Decisions_to_Burglarize_from_the_Offender’s_Perspective/link/546b48410cf2f5eb18091770/download
https://ucr.fbi.gov/crime-in-the-u.s/2018/crime-in-the-u.s.-2018/topic-pages/tables/table-23
https://ucr.fbi.gov/crime-in-the-u.s/2018/crime-in-the-u.s.-2018/topic-pages/tables/table-23
https://ucr.fbi.gov/crime-in-the-u.s/2018/crime-in-the-u.s.-2018/topic-pages/tables/table-23
https://ucr.fbi.gov/crime-in-the-u.s/2018/crime-in-the-u.s.-2018/topic-pages/tables/table-1
https://ucr.fbi.gov/crime-in-the-u.s/2018/crime-in-the-u.s.-2018/topic-pages/tables/table-1
https://ucr.fbi.gov/crime-in-the-u.s/2018/crime-in-the-u.s.-2018/topic-pages/tables/table-1
https://www150.statcan.gc.ca/n1/pub/85-002-x/2019001/article/00013/tbl/tbl01-eng.htm
https://www150.statcan.gc.ca/n1/pub/85-002-x/2019001/article/00013/tbl/tbl01-eng.htm
https://www150.statcan.gc.ca/n1/pub/85-002-x/2019001/article/00013/tbl/tbl01-eng.htm
https://www.fintrac-canafe.gc.ca/re-ed/dpms-eng
https://www.fintrac-canafe.gc.ca/re-ed/dpms-eng
https://www.fincen.gov/sites/default/files/shared/antimoneylaundering060305.pdf
https://www.fincen.gov/sites/default/files/shared/antimoneylaundering060305.pdf

ACAMSY

PRRFEEGS

\|"/

T

O

 ACAMS BEHERIK

S0 25 155 B

AEBRABYINERZE - EREEEHHITEL - hHlteE
BRI EFIRN - LA AR R E TERRS NS

—i{)JF/TE ACAMS

RIS PR M B R BT 1R




EEGEL S5

42 [2021%9 A -1 A% ]



o RTHHBRAEMREZE - HERERERA LR

EARBAMME—B—RT BHEANEIRAESLLZSE -

T EMETHEHR % BRNWARBERUIEETRREM
RIERE  ELEREZEFETRRN - ARAEBTHE  BRMBEAS - IEASH
Rk ERBEHERRES c #RERBRBREZA LT AREFAZIIBERE R
FE  BEEAABESIRRARANEENE - RMBERETENER &8
BRITEGRNER - AXENBRERBHOER - 2ENEEER  FBEGE
ERORZRV IR -

[ mAwmrr = |

REANEEREY - ALt - B AR
ERBRER - EREERNERE
LR (REMINER) ERBESE
BANEEME ERUEHEE 5
BT TAFRIARR  IRORE B
BITHRERF 2BEE - UHxE
TEEAFIE - BB EER TFRE
BoRE RARABKIE AR
BREERBINA -MEFRHOR -
BLEAEEZER -—BHRBE - 4
ARERETHIE— B NS REEHIE
HHEEERBE  EWZTEREEHE
BE - BRM B NERERIBEZ R
BROREPIEEER - EMBIE—5
BERENNEBTAAEBEEGE:
HERBRREARHHNEE - 24t
TEEPEANIHLCENENEE -

B ABEEX  EREBREEEMM
HAREM o HOIRFH  FZEETH
RENEELIFRENWSER - M2
REEERERRARNEZEEEMN
24 REESRLNE  RFNER
I HE TMERE S HE BN R ORAZ IR R
T BRI ERTENEERR
REMREATNEE - TERERFBER
(EREMEEEREEN &) -

[20215 9 8 -1 A% ] 43



[ ®Anmrs % |

RREBRY  ERRAREXRS
FEMIFEE - BEREERE —BFEN
BRE - FENEHIFAMITE - At
ERETAMERREE P INE=R
B ZHER - AMEHETEE
AHETESER - ARAERRE  EE
BERFAEF-—RTE - REHFEER
BAETERSML - LFATEWRTEAGIE
FARTFEREME - LAEERKE
BRINBLRBEZ AT 0 TEMLMELE -

AT E-—0EREBHZEEE - SNeF
BEIRA R AEER

HBREE Y REE

R

. 2 EBRASHE  CRRFAE
FE ETURELSWMEGE -
BEBHET T2 BRE SRS -
ERRERNBRERY —

. BRESEEBRENESME
W AIIEE R - BB
BHETABRITRS BEEY
E S - B THEEAERH
AR AR B AR S B AT -

. BRASTEERHEBERD
RRMEHBAENE HER
—B; AN R EE T
BUEEEE o Bl - TS
FESHBRERRBLER B
R T 5% 45 8 18 3 4 b FE 0 4
EERRERES | HEE - E6
ERNEESTEBREES
R S o

 EAEREMEDNAS -
B O AR OME: B
EMER . FERHZEEY
GE- TR BTERARE

44 [2021%9 8 -1 8% ]

SYRBFPINBEHNAE - EMBRLAEEMERELER - B4 - ERHUFEE
TERRBH -

- ERETERFGENABEE ) REHREHER (NELHFER  HIRE

HEAMEEEE) FETAMUEE - AR - BEFE— (U HEMNITEBEARER -
TR EHE =T REET  RARREHABTE - AT se ZR IR
BEERENEE  UREABRESERFREUTEINEREH B o MFEH -
REFRHEL M -

- BRENBERNEFFME  WESEN REENE TR &G &0

BB THEBRRLETHERRT - BRABEETSRFERZENBNERE -
BASRERETHRNERF  MAREEERERZIEERINERER -

C ETEENEESIN  UBERINER - MIRPHBAERCHRNEE  RES

SIEEARMMEERBRIER -

- ERBENSHEER - BURISE  BHALNRRTERERF o EEFEN

NHSHARBEMARREENER  AIRRHEBHEFZENIEKEHR -
MRBNGERSHBERLTR - WETRE - HERSRBIER  EERNER
REBATREBIL -

- REERETRREEE MBI SEMAARTIE 2D - BRMEEEE—H -
- BEAAR BEBEREKMNBE ZEEINE  IEERKRERNERER

FERR  BEABERITZ2E - RELRERFHERRRTEN - BIER
EEHE Y THERX RREERARERSAEZTENR - BHRBLH
BRSRET °

EREE
- EIRBIART o EURAATAS R ENE AR REHELE I LEE - BRY

BYRBLEZERREA - BRERZMZBELRE - IRERZBE[ - B
HEBERL  BLBEEMUSACREELEFTHRE -



- MAEXLE - EREEAHRGEKEN  LHASTERS
BRMABHREER  REFTEEHEM LREENE
BoZBILB I MEAREERAKREERNERE - &R
®AH [NER] RELBEREREMNS R - AMEEEE
STEENEMR

- BUOSE HZEASMBEECHTRE HP AL WA
ITEBEEMBIN - REFNBERIVERSR —RATERE
EEc MRHUER  ZREF-OWMER JHAS
BFAENMEREERNYEAE - BRERTERGER
HHIFENNER  BREEBRTELRE

- ARAMEE ALEZABEISEREREREF - HR
AEBERENA  BRMTSFTER -

- BYESEZANIE  SREATHSESNEE
FHFEHOIMFER » ——{HEE - SRERRH
AEMSE - BRERBE - BiEHT TSR
Bl BB ERR/EREABEENBEFERE -
ERENBELT  EEEREKBRER HEEED
BRETNERBL - MREEZHEZERMEDE - 5LE
ZREFFHABREETRE R EEERAER T RE
mERRENER - MRBHREBERREIZE - Al
RIERHERERREUONENERYZERE - B
ERERERBTFILE AIREREZSHER - WREER
RAEEE o

- EREEZERTFRMUSEE  TRXREH - BRBRET
ERBEERRRFREEAN BB ERAREAENER
WAEE  BRIEESRATEHBRBE - REXAMET
BEE . BREFEX  SFEEESY - BRNHRERE
TREARE -

- MR HBBRRRK  ERFENSTHLER
WRFERTERZ AR

REz#TE

- BRERERRATASHIRBEES  HELHIRE
EEREE - HHABARNEREER @ WEENE ; BRI
FRERZT - DHRESREAmNEXESR - M4
REER  ASSEIERANES - ELXTEMEEREKN
RE - ERALBEREEERRBNEEBE eSS
FAEZOETE  EEEHT RERHRTRAER -

[ EAnmRrs % |

- MREERBHEAMET IR BREREZTEEAS
BOh e FENEFREEIBRER - wERRREHEE -
ERRERDEREERBRERE L BLMUELE -
EEHBERBRERE L ATRTERMEEZEN
B BUORTEEZEE - AW HHAJARRK
DIBBARRIEROE T —RRIFE -

- REEWEREMENRIERE - TUERTIRERZA
B - BERBETRERZAREER - APEME
EAERPRANBE TESHIERERIHEN
1R - BRI e B AR E RN D TR - MRS
BRAXABRTRENEZRZZNAZIER  HTELE
FH—ERERAARESTARY  EREEHBER
EEBRBNRRETT

- ERGEERRERMBIEEIER MG R R A FREZA
WE= LSBT - PR EER IR REEAMY
ERERNEEELSEERERS

- REBRET  BRIZREEKER - HREMERERE
FERR  BRBRAUTRRN - - HLLEZEHKA
FEFE - HE  URABERBRENL - FIE—E£EH
BREFEAUREASER ERBRAIRERREFIH
WEBEEE -

- HERTERE - & B DEEEE  R—F e

#EE

TERHEARY  BEELEERRE  FEERNBIERS o
B RERERBRNEMAEENSLEREE - BRER
FERER THERETHELEE (BRWETORBZAN)
AR SARTEABOAREETE - SEL  BARKEE
EREMTIESHER o SBIRI DR B S S84 o X
RHNERSERLFRENSH IR RORERNEMRS
ER—§ BLERESENLREE SRERLIBEYL
ROFEBTBENREED - BEICHERERER  LILE
i PENEE  BYREAETE REERGEEN
ARSI

Ed Beemer » CAMS-FCI » efb@compliancecomm.com

Lauren Hughes » CAMS-FCI » laurenhughes81@gmail.com

[2021% 95 -118% ] 45


mailto:efb@compliancecomm.com
mailto:laurenhughes81@gmail.com

[EAnmrs R |

HHHEHED
RIERRERE
6% : (L)




FR - A ARNRZRENZEER AN
TEERARBRE ERMBE-KRTEHR
BB BAREEHFEMEREMEHE - T
RREBRERE  SACEFETRBLEHEETE  BIUAERRE
& RMRBLAHE - RE—T - MREBRAKRE - £F
—XEEFFHE-ZHASSITAANNESTEEERE
AERE - BRECEHNCERNT AEREBER  BEERS
Wi ? BEEER - B0 [ TRENEF ] MEREERREEE
ZRBREE o IO HE-BERAZRR - NEERAEE ?

ERHEEHREE K o Ponemon IR —HHEIEE
ERBESHMNTI9ARASEBET  EHEHE &R
BAAREAMBER  EBBEARAR152BET  BAKRKE
UBET EBREESRRNOBET - B EH [WAEX]
BN ARG RS - MIEERA 40% B —HREBRD -
MRCERESHESEE - ETBSHREEEE  FIIRAK
AISEIK 200 BETTER ©

AXABHETRR EENARERKEREL TR
—LEESRENER - XPREROREFEE  HFTUAR
ZREKER  BEAXNEIEMRERERENERERHK -

EXMARLETESRR -3 ARESTEAFRT o MK
BRAERE  LEARNHERZ  MUrER - REHEE  BER
AR BERHTREMARBHRDERE  MEMRESHE -
EHHERRENERLIE  YAEBREMZE  BZE -
BB - BAABCR - BIlRESEE - FE L RINTER
[Z22Xt] ZHREE " ANH AT EBHFREZTE - AR
FERBEHNERNEHREERENEERER -

RGN (fEtn)

RHEREEIRRSZER  FERSHM  BREERSHK
EEE - ALEBERFRERNER CEENEREHER
REREN 1T ZEHER)  FEREMEED (BERRRE’) -
BLARERKEEED (BRRREEELRERE) -

AT 2 FEF B AR EEE

o R ER
ERRERH
E DB A

- B
-
-

[ ®Anmrrz |

BURREZER

MEBEETAMER HEMAHEEZ— RERY-X
SEANBHREREN  YRAEEIRAHE  ERIEE
EHEFFEENR CERBANEE FEMASLEBREN
BEEERET - WEEHEEA - EXERHETRERR :°

- HE (REH) HEETE
- HHEEREEE  AERKEMAIEETEAEI
- EERTENEEIEE

ENCHEENEREEZM  ERERRE SR EEAS o
HWABRTHREREEBNAEA TIHUN ESKEEH
EEEREMNE R A o Experian BH [ SR EEBNSH
HENREERETENRNESERBANSE - FTEHAR
Z&2Xfb o] ®

EHEEBRERILAAR  HEALTHBRER— - 18-
RERRELEMS @ BEHEDES
- —USREEAR
- —RIT (HRE) X
- —BIAEER
- R AHBERER
&8

o BEEREATERRENTEE  EARBREARER
HEREIR - BREENEE - BEKBHABREER B85
W ©

MBETRA/ATE
HENRBEEZ—
MERIU—Z SR
e EREEE - HERA

ERIEAHE - ERE

B3R EWIFRENE

[2021€ 98 -1 8% ] 47



[ EAnmrs = |

HIEEREEZHE

TRBEREENIEZR  T—IREFHERLKEETE
(CMP) o IEZ0 Experian Fifl : [ B EE T8I R — Y1 ¥ 4988
ZERBNERAEKID o ° EHEET S TERHESIAR
RERENITE  BERBRNBLEEERE  REMEZE "
HREREEER EERREHREEE  HERWMAHMAR
RHEEMNSITEEMEN "

EREEFANETERBRUT - ©

- CHREEZEBEBRENMEZERE  RBAS - REAN
SO &R

- BHEEEEBRESNHEEEESE

- BEBRENRE

- SVERFIEARBEE (W0 BUEHE  FUERBEAS B
g SNEERER EMREERNRRAENSA
DE - TREZZENEBSERHS) NBEA

- REEETE (RT3

- EBFEMESAR

EREEDRARE > SRR R E R
BB WHTAERLEERGETRMEN < ° 1
REMRNBEEIES  EANBESIEERN SR
Ve

AL R  HEBRASRBHEEERE  BRRE
EREF -BR EXRCHREZEBRREERLERKMUELE
RECHERAENEEED - BRAERAKEREREHEERY
W& ABRBAERIURREEETEARLS

BIE 2 B ET 21

REENEREEZ - REAERBFEMBRSAESHRE
BOHINES " XRWER - B8 URASRSCREN
RE HJABEAXRKER  AELHTHEHMERM AR
REASNEE  MAFURRLUBEE -

5
&

NEEELREES

- NEEBEE  #RASNEE AN SEREE
- ABNESBRSA (BERMHBRER)
- NEEBEKENEREARE

DEFTEEREE

- RN —{EEHAT, - STRTERRUE - BEAEBK - BERA
TEWEHZAE

48 [2021 90 8-118%]

REERNTRMERE
Z—  BREERF
HRRTAEEH
REEMBINETR

- EBHESREEENFERER  UFELEEZE-
EHRAGHE  REARBBRETHERBBIIEBETEG

- EEFHEEELARBEERN (BEE) A% MHEE
ERE

. IEf0 Communispond #1T & Bill Rosenthal = : [ {f(#F
B TeENELERFEE ]

AREAGTEIEREEREERNAERKE  EUMBEANAR
ET - EAAEMERES  HE - EEKBNESSERHE
BEIEETEYEHME (Equifax » Experian » TransUnion &) :

- NMEBEBET  BELHRADRARBEE - SHERBHK.
FEFEFBHMET - AHRZRPOHET o ° 1R1E Coombs Y
St [BBEERNET  BNE—IRENABEES
ALEBELE THEHMTSAEREE o ° thid BRI
BRABEEHBERSERMSE -

CZR(BUANEE) SEE URNZSERLEM:
FROAMEL - HEAMNIRSE - S7H4 - BAGSH
EREE tRERE - EF [N B I XEEH
HEEFNEEEMEHE ]

e BMREBENESS  HYBHLUEE - AX (L) 2t
BEIRBE ARTZEMH ABXARERNRESHMY
ZE - RREREER  BERY —XHENENEKEEH
B HERZNEHEENE (B B BEESEE - 5
BRERF - INPBRAS) WERER o

X (T) SN ARE SRR BERENR AL  FIREEE
WiHEFESE - A



Claude Mathieu - 1B+ » IR - EHB R AETELFHILFE
R EFEEE AN  NEKX ACAMS B4R 7 B AEE
Claude.Mathieu@USherbrooke.ca

William Poisson + 1TI{EZ 48+ » CISSP » CISA » CISM » CFE »
MEAEZHE R ALITHEELHZE BB ESEILFEFE

Yves Trudel » 1 » H#E » MEAEHBZAEBTHEEET
REZEE 122 1F » Yves. Trudel@USherbrooke.ca

' “Cost of a Data Breach Report 2020” (2020 FE&ERIBBERAHRE) -
IBM » 2020 £ 7 B » https://www.ibm.com/security/data-breach

Ramakrishna Ayyagari » “An Exploratory Analysis of Data Breaches from
2005-2011: Trends and Insights” (2005-2011 £ & REESHAHR :
HBEVERREE) » Journal of Information Privacy and Security »
https://www.tandfonline.com/doi/abs/10.1080/15536548.2012.10845654 ;
“Protecting Personal Information: A Guide for Business” ({R:E{E A E:
¥ieE) EEHEHEZZESE 2016 10 A » https://www.ftc.gov/
tips-advice/business-center/guidance/protecting-personal-information-
guide-business

® “Cybersecurity Insurance” (#RZ2RIR) - EEFER L2 HEER R
Z2/F » https://www.dhs.gov/cisa/cybersecurity-insurance (55 BE :
202155 A 5 B) ; “Fifth Annual Study: Is Your Company Ready for a Big
Data Breach?” (ERXFEMRE : BNARERTFEHAEENRE
TW5 ?) » Experian and Ponemon Institute » 2018 & 2 B - https://www.
experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_
blog_2018_ponemon

* [E L ; Theodore J. Kobus Il » “2019 Data Security Incident Response
Report: Managing Enterprise Risks in a Digital World” (2019 £&#l % &
EHEERE Bt RCERBIER) » BakerHostetler »

2019 £ 4 A 3 B ' https://www.bakerdatacounsel.com/data-security-
incident-response/fifth-annual-data-security-incident-response-
report-released-managing-enterprise-risks-in-a-digital-world/

® “PwC’s Global Crisis Survey 2019” (PwC 2019 £ 2 IR B H#HAE) -
PwC » 2019 £ - https://www.pwc.com/ee/et/publications/pub/
pwc-global-crisis-survey-2019.pdf ; Jena Valdetero # David Zetoony -
“Data Security Breach Handbook for Hotels, Venues, & the Hospitality
Industry” (Hk88 - EBMBREEERZ2REFM) » Bryan Cave »
2016 £ » https://www.lexology.com/library/detail.aspx?g=d26e57fb-
a72e-4d35-a147-1a5bb913b7f0

Theodore J. Kobus IIl » “2019 Data Security Incident Response Report:
Managing Enterprise Risks in a Digital World” (2019 F &Rl L2 EH-ES
HE HAMADEREHNEE) » BakerHostetler » 2019 4 B3 H »
https://www.bakerdatacounsel.com/data-security-incident-response/
fifth-annual-data-security-incident-response-report-released-
managing-enterprise-risks-in-a-digital-world/ ; “Best Practices for Victim
Response and Reporting of Cyber Incidents” (R ZE2BHTEEES
BASREMREMEE) - ZEE VLS - 2018 £ 9 B » https://www.justice.
gov/criminal-ccips/file/1096971/download ; “Data Breach Response
Guide” (BRIHEMEFISRET) » Experian » 2018-2019 £ » https://www.
experian.com/assets/data-breach/white-papers/experian-2018-2019-
data-breach-response-guide.pdf ; Katelyn Smith » “Best Practices for
Effective Corporate Crisis Management: A Breakdown of Crisis Stages
through the Utilization of Case Studies” (2B M BHEBNREIEE:
EBRGIDMARBENZERER) - MMWETALE 202531 -
https://digitalcommons.calpoly.edu/cgi/viewcontent.
cgi?referer=https://www.google.com/&httpsredir=1&article=1045&conte
xt=joursp#:~:itext=The%20first%20best%20practice%20for,98

“Fifth Annual Study: Is Your Company Ready for a Big Data Breach?”
(BRERFEME  ENARERFEEREERNRETH?)
Experian and Ponemon Institute » 2018 ££ 2 B + https://www.experian.com/
data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
® “Data Breach Response Guide” (&XIBEESIER) » Experian »
2018-2019 £ » https://www.experian.com/assets/data-breach/white-
papers/experian-2018-2019-data-breach-response-guide.pdf » 6 ©

S Bk 4

N

@

&

S

®

[ ®Anmrrz |

“Best Practices for Victim Response and Reporting of Cyber Incidents”
(PREZEEMITEEREERENREEEL) - EEAVEE - 208598 -
https://www. justice.gov/criminal-ccips/file/1096971/download

[E L ; “Data Breach Response Guide” (& ¥HBEREEIER) » Experian
2018-2019 £ » https://www.experian.com/assets/data-breach/white-
papers/experian-2018-2019-data-breach-response-guide.pdf ; “Fifth
Annual Study: Is Your Company Ready for a Big Data Breach?” (8 H )X
FEMR  BNATEBFEHEAEERBETNE ?) » Experian and
Ponemon Institute » 2018 £ 2 B + https://www.experian.com/data-
breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon

“Crisis Management and Communications” (fE#EIBER B /AR) -
NIEFIEIFFE AT - 2007 F£10 A 30 B » https://instituteforpr.org/crisis-
management-and-communications e [ Barton (2001) + Coombs (2007a)
Fearn-Banks (2001) 338 » M AR  SHEEH AT NG E R
CRAENAMBELOEBIEY  BERERIEN - WIFWETIH
EMERBE |

Theodore J. Kobus Il » “2019 Data Security Incident Response Report:
Managing Enterprise Risks in a Digital World” (2019 £ & X2 EHEE
R B RAEREMBEIE) - BakerHostetler » 2019 £ 4 A3 H »
https://www.bakerdatacounsel.com/data-security-incident-response/
fifth-annual-data-security-incident-response-report-released-
managing-enterprise-risks-in-a-digital-world/ ; “Best Practices for
Victim Response and Reporting of Cyber Incidents” (88 Z2SBHZE
FEEERENRERE) LS 208F 9 A
https://www.justice.gov/criminal-ccips/file/1096971/download
“BakerHostetler 2017 Data Security Incident Response Report Based

on 450 Incidents” (BakerHostetler 2017 £ &R L2 B4 EERE -

H A 450 #8FE14F) » BakerHostetler » 2017 & >
https://www.databreaches.net/bakerhostetler-2017-data-security-
incident-response-report-based-on-450-incidents/

Bokyung Kim ~ Kristine Johnson #l Sun-Young Park » “Lessons from the
five data breaches: Analyzing framed crisis response strategies and crisis
severity” (IRERRBSHERIVEG  EBL KBS RIRETH
BREREDH) » Cogent Business & Management » 2017 7 B 24 B >
https://www.tandfonline.com/doi/full/10.1080/23311975.2017.1354525 ;
Katelyn Smith » “Best Practices for Effective Corporate Crisis Management:
A Breakdown of Crisis Stages through the Utilization of Case Studies”
(EXEREREENREEE BARMIDMARBENSERZER)
JIJHEE T AEE > 2012 & 3 B https://digitalcommons.calpoly.edu/cgi/
viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&arti
cle=1045&context=joursp#:~:text=The%20first%20best%20practice %20
for,98

“Data Breach Response Guide” (&XIBEEEIERM) » Experian »
2018-2019 £  https://www.experian.com/assets/data-breach/
white-papers/experian-2018-2019-data-breach-response-guide.pdf ;
“Fifth Annual Study: Is Your Company Ready for a Big Data Breach?”
(BRREEMR  BNARERTEHUESERRETH?)
Experian and Ponemon Institute » 2018 £ 2 B » https://www.experian.
com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_
2018_ponemon

Nate Lord » “Data Breach Experts Share the Most Important Next Step
You Should Take After a Data Breach in 2019 & Beyond” (&¥IHETEHEX
PEEBREBELSE - BIERBEY 2019 FRARNELEERBHK) -
Data Insider » 2020 £ 8 B 11 B » https://digitalguardian.com/blog/
data-breach-experts-share-most-important-next-step-you-should-
take-after-data-breach-2014-2015

Katelyn Smith » “Best Practices for Effective Corporate Crisis Management:
A Breakdown of Crisis Stages through the Utilization of Case Studies”
(EEBREHEBNREEE BRRODMARBHOSEZER)
JIMEET AL > 2012 F£ 3 B » https://digitalcommons.calpoly.edu/cgi/
viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article
=1045&context=joursp:~:text=The %20first%20best%20practice %20for, 98
“Crisis Management and Communications” (fEH#EIREEGHENEE) -
NIEFIEIFZE AT - 2007 E£10 B 30 B » https://instituteforpr.org/
crisis-management-and-communications/

“Fifth Annual Study: Is Your Company Ready for a Big Data Breach?”
(BRERFEMSE  ENAREBFEUESERRETH?) -
Experian and Ponemon Institute » 2018 £ 2 B » https://www.experian.
com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_
2018_ponemon » 2 °

[2021% 9 8 -1 8% ] 49


mailto:Claude.Mathieu@USherbrooke.ca
mailto:Yves.Trudel@USherbrooke.ca
https://www.ibm.com/security/data-breach
https://www.tandfonline.com/doi/abs/10.1080/15536548.2012.10845654
https://www.ftc.gov/tips-advice/business-center/guidance/protecting-personal-information-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/protecting-personal-information-guide-business
https://www.ftc.gov/tips-advice/business-center/guidance/protecting-personal-information-guide-business
http://www.dhs.gov/cisa/cybersecurity-insurance
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.bakerdatacounsel.com/data-security-incident-response/fifth-annual-data-security-incident-response-report-released-managing-enterprise-risks-in-a-digital-world/
https://www.bakerdatacounsel.com/data-security-incident-response/fifth-annual-data-security-incident-response-report-released-managing-enterprise-risks-in-a-digital-world/
https://www.bakerdatacounsel.com/data-security-incident-response/fifth-annual-data-security-incident-response-report-released-managing-enterprise-risks-in-a-digital-world/
https://www.pwc.com/ee/et/publications/pub/pwc-global-crisis-survey-2019.pdf
https://www.pwc.com/ee/et/publications/pub/pwc-global-crisis-survey-2019.pdf
https://www.lexology.com/library/detail.aspx?g=d26e57fb-a72e-4d35-a147-1a5bb913b7f0
https://www.lexology.com/library/detail.aspx?g=d26e57fb-a72e-4d35-a147-1a5bb913b7f0
https://www.bakerdatacounsel.com/data-security-incident-response/fifth-annual-data-security-incident-response-report-released-managing-enterprise-risks-in-a-digital-world/
https://www.bakerdatacounsel.com/data-security-incident-response/fifth-annual-data-security-incident-response-report-released-managing-enterprise-risks-in-a-digital-world/
https://www.bakerdatacounsel.com/data-security-incident-response/fifth-annual-data-security-incident-response-report-released-managing-enterprise-risks-in-a-digital-world/
https://www.justice.gov/criminal-ccips/file/1096971/download
https://www.justice.gov/criminal-ccips/file/1096971/download
https://www.experian.com/assets/data-breach/white-papers/experian-2018-2019-data-breach-response-guide.pdf
https://www.experian.com/assets/data-breach/white-papers/experian-2018-2019-data-breach-response-guide.pdf
https://www.experian.com/assets/data-breach/white-papers/experian-2018-2019-data-breach-response-guide.pdf
https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,98
https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,98
https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,98
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.experian.com/assets/data-breach/white-papers/experian-2018-2019-data-breach-response-guide.pdf
https://www.experian.com/assets/data-breach/white-papers/experian-2018-2019-data-breach-response-guide.pdf
https://www.justice.gov/criminal-ccips/file/1096971/download
https://www.experian.com/assets/data-breach/white-papers/experian-2018-2019-data-breach-response-guide.pdf
https://www.experian.com/assets/data-breach/white-papers/experian-2018-2019-data-breach-response-guide.pdf
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://instituteforpr.org/crisis-management-and-communications
https://instituteforpr.org/crisis-management-and-communications
https://www.bakerdatacounsel.com/data-security-incident-response/fifth-annual-data-security-incident-response-report-released-managing-enterprise-risks-in-a-digital-world/
https://www.bakerdatacounsel.com/data-security-incident-response/fifth-annual-data-security-incident-response-report-released-managing-enterprise-risks-in-a-digital-world/
https://www.bakerdatacounsel.com/data-security-incident-response/fifth-annual-data-security-incident-response-report-released-managing-enterprise-risks-in-a-digital-world/
https://www.justice.gov/criminal-ccips/file/1096971/download
https://www.databreaches.net/bakerhostetler-2017-data-security-incident-response-report-based-on-450-incidents/
https://www.databreaches.net/bakerhostetler-2017-data-security-incident-response-report-based-on-450-incidents/
https://www.tandfonline.com/doi/full/10.1080/23311975.2017.1354525
https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,98
https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,98
https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,98
https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,98
https://www.experian.com/assets/data-breach/white-papers/experian-2018-2019-data-breach-response-guide.pdf
https://www.experian.com/assets/data-breach/white-papers/experian-2018-2019-data-breach-response-guide.pdf
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://digitalguardian.com/blog/data-breach-experts-share-most-important-next-step-you-should-take-after-data-breach-2014-2015
https://digitalguardian.com/blog/data-breach-experts-share-most-important-next-step-you-should-take-after-data-breach-2014-2015
https://digitalguardian.com/blog/data-breach-experts-share-most-important-next-step-you-should-take-after-data-breach-2014-2015
https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,%2098

https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,%2098

https://digitalcommons.calpoly.edu/cgi/viewcontent.cgi?referer=https://www.google.com/&httpsredir=1&article=1045&context=joursp#:~:text=The%20first%20best%20practice%20for,%2098

https://instituteforpr.org/crisis-management-and-communications/
https://instituteforpr.org/crisis-management-and-communications/
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon
https://www.experian.com/data-breach/2018-ponemon-preparedness?ecd_dbres_blog_2018_ponemon

[ EAnmrsz |

Tﬁmm%ﬁ

mmgﬂ ”

L Ty

B TR R

50 [2021% 98 -118% ]



ESHERILEER

BREHERP BEE

R OB BT
BHEFE (KYC) BR TR E—
Z D 7E FF % KYC F1 B # 5 £ (AML)
MEAEBRIU o BRMZ AL
REHEAEFHEBNAETRER -
AT B INE R ERIL R EERF
ERRKREE—E B AHIB %R
FRBREAE  HeRMEms 5
FIERERMEEEERAEBER
B °
AEREERAEE L ERRKESE
[THRENEF] WERAN - A8
mE FEEREEATTERRE
BRIERTENRENRERE  BEETSE
RAHERTE  MRAEBRBRAME
EESEENTENMAERRBER
URERTEZENBEER TR
RAMERTE °

R [ THRIENEFAENERER
ZH > BREEEMRARRNAEESR
8 [RETRENEF]-

E R0 {7 E 8
[ERTRIENER] ?

25 [RETHRENER ] UFEHU
WEFINEREREE - ERLEBRT
AHREERENNEEEERGHA -
B B RBER NS ERERARE
MYERTER BRBE HEMN
[HERMFZE] BFREBETH#
BHERF | EE—ERES  HEE
ER e MEERBBEME : AMER
BOENE R ERBEEERERAA
B AIRFEDET [HERNEF
i IEREADRE - BUB IR ]

B1:[ETHENEF] EX

[ ®Anmrrz |

THRE
s

HEE

v/

e —

MEF
]

2 P AR

AR 3R T E |
[ERTRIENER] ?

R [HETHRENEF | ERBUAR
MAHERR: WRAREEMN - BEM
MY YEABERBRFABEHE
EZCHENBESE (RE1) - [H#RE
THRIENEF ] BEMRERBREL
EFNMRAREF BRERE M
MEBGWETNER UBEE - BN
FREERER - EEKE RMAFE
BEEZENSEBETRARASNRRES
ERTRCBFENEREREZERRZ ;
WEBRBREFTROER  UREL
REiER A BT EE R -

BATREEH  HMCRAEMESHET
BEERL BANEERREMHRE
EAKTEE - 2 - RENER - M3k
BEIRKBRE - EABHEH ER
WENER TR 2BNER - UREL
ERTEEERBERNAZETF AR
HE - MERZ I WEE -

RETTHIENEF ] RERVRTE
HAREREZE MR ERE
A2 ENER - HIEERAEFEEMY -
BREMMAEN  EEPERFE
BANEFRFEARBENEF -

o0 {5 B AT R K 3R

WS BHEEERGMEML - EAR
RENESRT  BEAEWME - BEX
BEFAEERTERLE = K HKE
HE (FRBEHE  XFEENTH#
BHEF) AR EHEEFER
(RE2) -

F-TREFZNERSELBWEN
BERRE  REMEENFHIREN
TEZENEE  TMERIISREPEE -
BEREERNBE 2BNEREER 53k
EE BERz® THEURTEHER
"A-BR EXREETIE BE
RERBENER wEEAREDN
BR - EHABEMLARAERRAE
EITESE °

[2021€ 98 -1 8% ] 51



[ EAnmrs = |

B 2 : BrHIER Ay = KA

EFNXBHE
(55w w—
L —
Lo —
e e _
EF  ER WE e
e
[wne o
TRER

0—-0

p - iy,
V 4 W
b 4
w ) |
— e e Lj"u

=18

HEEANPF - ERHEEFEN
BRT  ZEBEERALUNEFZ
BHEE  URZEDEEERFRS
EESHEEEFRXZ NG - BATKE
BERNSK  BEREEFIEERF
EK - AT FHEAEE - WEEH
HEBMTA [ TRENEF | X
BEERELTA  RTCHEZE
Bl - BTRAESE [ THRENEF
DNE (TREEEFER B8
TR BABIREEF  TENRS
FANER) AEHEHN [EFEEE ]

oo=r o B T A
RERBRELE -

FEHES - WEBENFEEBER
TENESH - AUERBERAEML X
XEEFRHNEN - T2ME [ TH
BHEF] 2MRXRHFAES - S
MEHEAER T RS -

BEER [THRENEF ] X
ARECSERM T KEEH - fl - HR
REEF  AREKNESEFE - TE
FHMBHET [FE ] DA - HIEL
BEED  TUREIPLEENREE
HFRE [FRHERES | ? HPrkE
FER: A0AIREER ~ WA ~ BEEE D ATIEL

52 [2021€9 8 -1178% ]

BHNERTE  ERERA - EREMN
EREEBER -

HITRENER | B8
HeEgRE—EAEBE

[THRIENEF] TERRENEE
BEEELTEMHNE  ERELHAR
[ THRIENEF | EXHHEE - 3R
BLEEERERA  BEEE [ TH
BHERF | EXNEE—INUEEHR
R THRASRAES -

Bl ZRER (BER) EAEERS
[THRENEF | SEZEHFRAEF -
FHEEFPNEAMA SN - URHEAR
EBH AT - RFF B TRHIEIRR
BEREF FRAMFFRRATRE

ITEMER - I BRATHAESER
[ THRENEF ] flm - AEEFE#R
FESARBMAE - BREF BN
ITEARRARITENER - EESL
BB [ THRENEF | (SRt
B#Ezd  AAEFEEMNETES
BHEF#HE EEHEE WS

RS -

TRRGHXSRER

RERLAAHBE  HHARES
HABBEBHESN - HBEEBESEA
FREARER  EEENE  BEYR
BERERTRBERNAEER  BEE
BRAR B ATRURFBAE - ARE —DRRER
ERERRBENER - REEK T8
HERNENZRG [ THRENTF
DHTED - A FERRBREFERA—
FFEENR BATEERMWAER
WELFRANRE - #f [ THRIENEF ]
TR o

LESh - T8 ] BOBINERESRBBE
RE - TRRRNBMEESNEEER -
ENMYERERN I TRENEF
ERRBETERAES - AR HILE
HEXRUELXAETEZRE - B
ERH [ THRENEF | BEREEEN
FEE - MFRBE—HERHER -

AEFHGHAREERE T ERY
BaSR BEASEEATRLT
BREE— [RREERGED -
BREFETH ! A

Steve Marshall »

FinScan £ /& / Innovative Systems, Inc.
EF FinScan AR RS 132
EEE S EEZIMN -

smarshall@innovativesystems.com


mailto:smarshall@innovativesystems.com

ACAMSY

NSl = ]

e 7 M 2%

3Z e, |




[ =muE |

54

20 fE)EH - 20 fld{E

[2021 %98 -118% ]

H ACAMS) i§ Bt 20 FRF A
BETE ME (Y 20 1 Bh £5 € AL A0 58 (AFC)
KRE » 5 ACAMS 20 B FEE B LB
FH o fREEEEER ACAMS BRI ZE |4 E % Rick Small (CAMS)
F1 ACAMS BiFERIZE S 5 & Lauren Kohr (CAMS-FCI) =R ©

Small 2 Truist (iEi € ML FEHEEA  BEEBEEE
Rl 5E8E (AML) JERBEETE » 24 MAE « FFREEUAREE
EHFBERAES o A 2016 FIA BB&T (/A Truist) >
EITENSRILEHIELE -

Small EAEMAEMBIERBIBF > KHREFE - MA
BB&T Z Al » ft1E RKIEER I MFE € mIL R ERER ;
EXEEBRE2CEMTIEE  REENEREE AR ERER
BB EEASRIET 2P GEMoney {ERF #ILEBA B A -
Small ZEFAEEB TR EBRNIEESE - IBE2ERBHIEE
EEAKIE o

EAERBER A WEEXERFETESERMQ - B
EEBEREBREHBINBAREE  BREBRITE
FASLREIHA BRREZRVEBEHEHEHER
ERER e RENBABUREMBRERARESSEEENR
EERBER -

Kohr TERBEEE > EHESHMIICEIHLMAIEER 16 F
ERITIREBZE / B4k (BSA/AML) ME B E B BB/ AIEE
LELR FANEEEEENEERERBRER  URRE
AREEUHEERNEBITEILERER - IR E ACAMS
EMFFIEESNMAEFRLE SEREVLERFHSRILRE
T SEPMEEATAEE  HEIFTRIRBEEKE - B2
Bh & 588 / ST E B (AML/CTF) ~ BEBEBURMBF &% 41 E
BESENERERMEMER - tha wEEESETM
ZHEMANEEPRBETT (Old Dominion National Bank *



f&#% ODNB) EEEREIRH - EBRMBITREBELE I8
HiRE - Kohr EREZITHEXAREEHE - BEAERTEY
RITREVE / B SRR OGN EEZFIM A E (OFAC) BIE °

MARZAT Z A » Kohr B E &7 fE M 18 Hi £ 1) Metro $R1T
EERIAR / RE - ABMHHIRE / RTREE / BINEEES
WMAETIE - FEULHIE - WEEHE - BRMNEE (RITREE)
EHRBRHERRSIENIE  BEXE (BEEER)
Brdl s MBHNEEZS PR ZMHEER ° Kohr B 2016
[ACAMS FEFH i FHEA L+ | HWERE - B R 2016
(S HACAMS) FEXEREE 200 58 [ZHEHTE
RAPEEER ] WEBELLERBERNEAME R AE L
BRE TEEBRBEHEE (RITREEX) BHAEEES
MAZEMITEERE o Kohr RABACAMS XEIHE D SHEE
M HAESERIBES - M2 [ HFEREE | BHHItE ]
BRBEAZ— - W ZAIEEBE ACAMS BHES SN -

EREREINERFPHLAMICRBFHMAZEHRK > Small
H Kohr @] (£ H ACAMS) B Z 7B X 20 FEREEH 20 4
FrEi € @IE ERE o 535w EF > Small A Kohr £ b {9 #Y/5 B 18
RETHELUMNSEY - (S HACAMS) RMATHANEE R

EEMMHEE  AGERBE 0 FESEEEMN204AE

1. 20014 oNB#

2. XE (BEEZER)

3. BASHMBREZES (RITREL / HHlkEREFM)

4. RAANEIEBE

5 TRIMB2HETXED  HETBAQNRE  EPAO
IRENEFE

6. FrILEEEBEAR - MATEER

7. BrdIGEEEREA 0 MARKIESE

8. Bt EEIEAR - MAFEEREE

9. TRIKBBHETEIE  HILEFNEBESIE RFBF
AR AN IE & AR MR (IR B AR 1T AR

10. EFEMAENEE

" SHRABERE

12. 2020 F (Fr#IZEEE)

[ zmumE ]

13. BREMEHIAEERELER

14, BEREGRTHESHBHRAREE - RERITHERS

5. BUEBAANZER « EREENFEXNEEBERR

16. BIBIARBMAARBE  ATES #HBEEBNEH
RZEERES

7. PEMSHERE (MRELE) HENESRD

18. B 5 EE

19. REHREROEREME

20. HWENE

B > Small fl Kohr AR 20 FHFH LML RITENTE
ZTEE o Small [R5 [ FEEET2RAY 20 48 - FFAFHTEE
EPBE  ABEFSEREREERHARRRABRRGE -

5

gy

&

Kohr 7831 © [ AR2R 20 FMEFTIER :

- HERIFTIER - TRIREE - ERNERIBED

- IEAFREME - BMERAEHE

- RERHERLFELFETBESABRENET L - B
TEHEMRERGES

- BUEE  BEARIE - BREBE  TRESR

EMAMEREACHE  BIEESHESRIDFLEN
BE - WESHEERNIE  AHRED  BRARMTERER
FIPRERPE L TP E APk - RS EIRY -

FERE) ACAMS 20 BF EEE 2FF - HMtbH BT MAIR
EEEALHERAMEMN oM B IE R R AR 2,977 R4 ©
SN - R BRI BHAERMBAER FARER - &K
EREISEA S - EMFIRVBERB I

ERBHIREERMLREREBLETHNERNTEN—F -
(S HACAMS) ZimB# - ZLEEMARM  RREMK
—BEH ACAMS ) 20 BEILEA 2022 F [

Karla Monterrosa-Yancey + CAMS » ACAMS (% H ACAMS)
Pt g - EEHEEEMN - kmonterrosa@acams.org

Stephanie Trejos » CAMS ~ #f#5 + ACAMS » E[E#EEZE/M -

strejos@acams.org

[2021€ 98 -1 8% ] o5


mailto:kmonterrosa@acams.org
mailto:strejos@acams.org

B N e

e el W S Y

N

| S T G G —

(S)I—‘I—"I—‘I—‘!

et

2

(= "

-

56

1

/29008110 1

*
*

161101
OB B 1]
poBB1o 1
1811808606
80111861

b ek fed feh b b (D)

[2021% 9 8 -1 8% ]

LY |
000 6®
<)

1
) =

® ® Q

&8 &8 Q &
) =& =& &
69

N @ = ®

%) GG
%) %

Q000 == 00~08 =~
) = = 0, 000 =P, 000G0 28

0 0 68 ®

O =~ 0000 —~000
0 -0 0 6

Ml B O =

=

& -

i el e & I & T v B v T S S S o I Oy i
= ®
o000

L
LEm - T |

[ N W WY

I B o o I 9

7 g

BB1c¢E 186606
186 111

a1 - 1 ¢

=\

7 /A
o

Tl

iz

|
| -'[ = 7
v &

\ N



PEREENR RERBEEREZZXAEASS
E (Pl o 1£ 2018 5 Bz & ¥f Facebook L Y
WEFR 5000 BEAFRE BCWER
BEESE NEBEZBAAGIENRITARABRLREERE ;'
H# Facebook #1117 & Mark Zuckerberg Byt E 34 o iR »
WEETMUEERBIRFOAAMS RN » BEEFIHTE

BEREEMZEEEN (S8HK) BEREEKREZERR
RAKERMEAGIEN  BUEEXELEE BB
WPERAENEETE B HERHREE RS (Raas)
iR ~ Bthn FELEE BUUERTANRKERITBEN
M ME > LRI ARENWEEFNEEER - 2021 F5 8 » #1Y
Colonial Pipeline HY%h 22X B8 T & TMEB BN E B 3G R H ik 1Y
BEEANER BEEHEERZR2BCRBEES Bt
KENMBERHEEZER  SFMHEELCEBERER L -

Colonial Pipeline : E£#H % #f

20215 5 B 7 B » Colonial Pipeline (2 E 8N ZWBEINE - 2%/ T
R — {5 5500 RERIEME » mEBISIGREIE 45% 9)7H
FIMZE R - BEEEXINE » Colonial BN 7 £ -
EyMBEER AMREBERZIAONMBLEEEREES
Tl o —LEERE 2 K A48 B% S0 U FEET IR I EE ©

5 810 B » (##F5) RE  ZHBTAER/EE » DarkSide
EREEE 2B E Colonial Pipeline AR ERAVEREE o°

DarkSide R —RYRUBARBHED  THEALEEER
DR HESZBESHREESNAETIE—FE - TER
PRBENDRRENRE ? HRUER - EEZHE - @K
LRENALUEZREEHXZTEFNECHEN - LLEAR
LRESEAZRZENREALE FNE - FERER [AE]:
WHBSRBEE JRRBRRZE  BRUBEABLH
ZEENAREREHAEZER - ARSE EENERREA
AFRNES - YRUBEORBE (BEVERN) TE2F
AN EEHREBERE - THHEBREH —RFARLRE
HELERE  £EE  [MEE| TUBESHRUBERBES -
EREL AMALER Tor JBERERESHEES - BR
BRENRENFEEASRN-FEMESE  HhEE-ELAH
AE (BEH20%-30%) - A& - HRUEBHRBENRBEAS
REtmE - ZI - RBNEREZERBERDR - TEDF
TEEEAERENE - SEEBEWRERULFESNRER
XEE -

[ xmumE |

BHREXEFEMBER LR ZAMEFHE - F7 2005 F
TEDFHRRAIZRAREZEAF AAREFNERFH
AR BANBEBAFPRRBERNER - ENEE
BEEAAE BERVNERNER  RARKILES FHEE
B

£ Colonial Pipeline EZ| W B % » & B4 BT B MW EIER
Z 2 FER AnneNeuberger5 10 HE A S 2T T AFH=E o
AR BRI S [ SRR AREERE | Hh o [BFR
AEETHRE ARHESRUBNHBZAESIZLEHRE
WHEEKIFAEF 10 A UR—EEFE DarkSide o ° Br 7 £ #4
Colonial Pipeline N E A% - BREARNTTEZRS  F2AF
AR MEPOB TR BN © BIASHE » DarkSide EFEE T #B
100 GB IR E)ER o

5813 HEHM - bl RWE R4 —E%  BIREFE Colonial
T ERSENES (BESES00 BXT) UK
5812 BEHM=MERE -°5 A8 B BARERN—KRXZFT
RET 75 ELLASH - RAEAGEE A DarkSide 1 REBE X 1S
ik o ° EEESRRFRIED » A DarkSide HLLAFHEEEE o

5 14 HEHBARE X & ¥ DarkSide R - A[BHUE K o
1% Intel 471 fLEE . » Darkside HERMBAL - HXEFEAS
ERERENER > RIS SERARYE 0 EATIKEETTHE
E B th e 1R KB EE 5 o DarkSide 7 75 35 » 1t 1545 =1 {7 AR 28
FHESEEA—ERAES » 5B [HH] T8-S o’
5 B 13 B © B Af¢ Darkside 2B BEE T 113.5 {ELLFH » FA
B—{EEa -

6 A7 R - Colonial EZIWE—EB#% » XEIRIEME ML
FHRESHMZREEEEEINAT 637 [EL43HE (5230 8%TT) ©
HAESHEMAEEEMIEEERER ° [S KRB LLEE
E B T3 C A& 2 3 YR [E] Colonial 3% {545 DarkSide 48 2% B9
REDEE - HERBBHRBRAAZETERTRZN > 1REM
ZHHEAEBRERE  BMETESIMRE | BIERER
Lisa Monaco £ T 8 #i & L3S #k5% © * Monaco £ — 2 ¥ E 5
RN [EERZEREINARERMRES  LER&EBRAHN
TEHZz— XIMNEBESRREHVEESIZNRE > SXH
AERP ZEECEAMETAIR  SLEREABTEHESH
RIE  FERBITASESEFNTE |

AREFEMETHER  FATHRETLAIL - BREINZ
FERANTE B EMBERRABZIZENSRILFRAE
AR EMFARERBEENESRBIER R BAEB

[2021% 95 -118%] 57



[ xmumE |

ERES AR NZERENER -
EELETRAEEINTIEES - EXH
BAEMEHNERTER [BERES
EL4F M DRIRAS - BIEHBERERHERI L
BEMIER B A S EEE
BIRR S - MBHAERNEZMAL
(A& 11 - " RRAEAER - [BFRAER
R IAIR AL - HIRIEEFTEH ?

M ESE—RERKMHEREE
RBBABBER EW (L6 R)
BREB [MBEBEREKT > B
FERKENLUF T ERER MW
ERRE L BTN RREELN
BERETE ol (RHELH) 1B [HF
R EE 1S DarkSide AR X ATRER
1E DarkSide #3§ A EBZIHENE - BZA
fi 17 DarkSide A 88 FM 2 15 1 & J4 -
REFAERERAEMARN - AFEE
HILA S EHREHAER H DarksSide (Y
gl "HERER  BERIHERY
REBHERIE - BERESRKER
AF 0 BRI AR AT RS R 4148 A R
HEREIENER - FNHEHEERE
DarkSide W E S B ZME LA
BHAERE10 AUKR—BEERAE
DarkSide o & R3S R MR thIE B LL 45 -
BERTESEIMMHKERANE IR
ERBHEE > BUEHRUBEHER
MPBERICR D FHREBEHOAR ©

Colonial Pipeline ¥}
KEBERRHBERRZEEK
BTEER?

T£ Colonial Pipeline i B4 1% -
[ FF58ZE BB & Christopher Wray ELER T
o1 EH BRI ¥t Colonial )R 2IR& K
A MR {HFERS JBS Foods S5 3% A AVATRE IR EE o
tEFR (EHHHR) [ BLSEHE
FEEUZE - RPIEEERITERNTER
TIE-] "HERM—KX  EBEEEBHE
FRABRADRZAEHHRE - BT
ZEBRHNREE A EEH KN

58 [2021€ 98 -1 A% ]

PERBNBUPREBRNESHE HRBEIRDREE ARIE - HERH
R~ AR EMBEHTE  MEERRZ PN - BBEIRRY - ERFARANR LITE
BRAIBRISRAF o “ SUEHBINEE A RERRE 20 ZERERZ ZBERNEREE—ER
[on] EERABE 2o F FRLRENRREARTAECEABNLES -

#5938 178 [ R FOFL 22 48 4 T 1oL 5% H AR L 5 6 75 L 409 i BT 2

RILARR » BB FIEVEEIISR B 1980 FRMVEREE - MARRBTE th AP o Ronald Reagan #24¢
BETERBRIMLEN—NEY (BFEAH) — L0 FRANEAY )

HARARE—BETX R T HEENS  SRERXBEERZZRMBEZEBA -
EEMBEARGHREGEED - ° BRAIERTFDEER -

SMEREANESHRRENEMARREBN LS F  AEFRSERAEENRIE -
Colonial Pipeline 1 JBS Foods SRR E MR AT E KB ERRIES c2021F6 A2 A -
BBl RZ 2R Anne Neuberger AR EHBE 7 —H ARG FULRLEHBMRY
PDREERERERINAR -"EEBMS ) AHEREAERELNEME 1+
HMAIITE ©

ERRIDRRBDELHREUE  EEMLELTEL  HEFL BEEHBEET
TEHEBNRBHATNESIANAE PRRERBEERNRERHNABM
ETFHHNREIRNBEENAMRIE—RANAABOEMFRMRE—RIEE
AZGNFEE RBEREHXEHMIFSHERERMFIRE T H RS FEE -
ET-BHEEL TERENSEERS  BEZEENZRS  RSHEENEH -

HATNERBAZEBEB B BRAREEER  BRICERARNBMGE  BHER
IS s RBREHRBHOREE o E&IIMN—IXEE T » Hunton Andrews Kurth 48 E%
Z2BEAPIEE A Lisa Sotto SRR ¢

[EBREZ2RAEER  ARREEEN—EERLSXAREDER  BHERKRA -
FHEENR  BHERHNNEFEEZE  ERAR DERRERE - AFRMAR
HIMBZNBHREZERS  TRELZEHER - BERENES CHBEREET -

Sotto #AEHAR :

[—EAFRARETHREE  FLAARBEEENERHEBREE - 85
EROEMNEERER  BERRATEQF  PRUXBAHER (NMREBIHRRKEBRE)
MHIMLABELR (FER) - BAUBRBQLRDHEHIERESHE  RERRAREER
HERETAEMEBNEMER - MRREEE | °

REEMNE  REEB T EREBNESRILREERBRER AN - MBI
EHHRBBNARRENRE - E—HSERBEEN  FEBG RERBEZEA
LAAEBREERNEZIAE  BRNBERE - RI7EH - RATUE (BFEE) +
BRRZRA -



® - ®

& =

—n

O 08 = = = 8 =

S = ) bk b b b b b e b

110066001 1

118666060101

1118611080800

116811101

BbBbobvBl1101

110061000 1

0610108060 !

BB1B600B0B10 1

1111106060060

1160106111 70 ¢E

110606000 ¢ Wwine

¥ e B¢
BBal \

|
3 1900 06
PBBBOB 111

%)

1

1 1 |
1116060601000
1111861191180
1118661118061
106000 011
111086100110
1001001081080 1 11
6001 1l 081606006111
1666006011111 111
1601 11801 180 1
160 111006 811
AP “0B600 1 811
161060 811
B 7201

16106006100

110 E 1.0k

T

1
%)
%)
%)
%)
|
1
|
|
1
5
|

B 1: BB Eh S RUERE R DNREFEESR

ERETARE YEERABRE | TREPREMNRE
ik BEFZER @ ERZERZGIREMFEES
R (o) EAMBRANEERNEBRANES
MR ENBRRE > ERREBBRBERRA RS 2RI
BEIE O MRBRRBTEEBNEEERMERAANE
ERERERREN EZHEEMERNERKNEERE
il AERNEZES - AERAMERNEEERE
BE () EZXTABERSERNARRZEKEZTA
Bl MARTEENNRE D EMANEELEN
ITRE - BELERE o

RRR0E - HENREHRG ERREFRRML - EHAR
fiiin - PR AE S E I E SO0 A0 M BR AT fe E A A RR 17 By
B - Bt - BEAOREFERSREL - EEEMERE
EETESNDRBXBELFNEN - ki BB
EMRAEED BERDRSRAERERBRMERL -

REEHNENRRE - BENRDHNERE - EMEMLBER
FRREBNEREE AR BRZEENECHEERS
RARBSANFERERECHEERS  BAREAA
FNBE AV o

AREFERNE : CEEFESHEESE EARLE
BECRREHRAE LS - RERBMBRTEIFEFEN
EAERE - ERESHRE N EXREARZERDL

BE e WERLCESBELETTHRNES
O EREBERGNERT @ EXAUFELES RIFE;
CMRBEXBRS (PINAERS) STPRYBRE -
CERBEREFIEREEY - CERE LIEEEE AR
EEEEE -

RER2EBROHIN®: 2AREAZENANEMRE
A REEHASNRZ RN -

MEREE: DRUENBUEBNER  TEAREE-
HARSRHENEEXBNDLR  NRPREBEENELE
MEERFRS  DREBUERSELERTE - TK
2 BRHIRENEEFEENSHARBEARQRER
PEENRR DR EERERRESLAR 2 BREE - A4
BIRMRBIE LR 2 BHOARARFN - LR RRREE
RUEMEERR - BRI WER - SUENEEFREE
BEETT EERERASBSETE - AlFEES - BR
EHRRERNBHEERNLZ 2N UERELT -

BHRIFR : “What We Urge You To Do To Protect Against The Threat
of Ransomware” (EGRBr &I EHBRAEER) HE -

20214 6 H 2 H + https://www.iscpo.org/site/wp-content/
uploads/2021/06/Memo-What-We-Urge-You-To-Do-To-Protect-
Against-The-Threat-of-Ransomware.pdf

[2021 59 A-11A% ]

59

5]
1

1

O~ OO E — =
| TN TN TN O TN M o e BN BN BN BN s BN BN

® = -

1
%)
@
@
%]
1
1
1

!

1
|
B 6

!


https://www.iscpo.org/site/wp-content/uploads/2021/06/Memo-What-We-Urge-You-To-Do-To-Protect-Against-The-Threat-of-Ransomware.pdf
https://www.iscpo.org/site/wp-content/uploads/2021/06/Memo-What-We-Urge-You-To-Do-To-Protect-Against-The-Threat-of-Ransomware.pdf
https://www.iscpo.org/site/wp-content/uploads/2021/06/Memo-What-We-Urge-You-To-Do-To-Protect-Against-The-Threat-of-Ransomware.pdf

[ xmumE |

FREIREBEZI - B FRBEMEX (L%

BAMRBBEARETE T EHMBBHER THEHK 202167 18 HUEF
ERRZEER (NBCF) BMHITHS - MK BEHREAZESIFLL1EE » Doge + Tron
MEMMBERE I - ° TE —Fa1 > ZEREBRGLASHE  ZHBERFME
RER  BLREFAERINEILAESFRNMNF 150 ZEMBEIRS » SLIRF
Bk 0 BEBMREHESE al-Qassam IRMIIRE BB &R  ©

20215 2 B EEFEBAMT —HREBEMNHIPELFRSE  BE=ZFLBEHK
BRXAE BUFSETAEZRLRRERE BB T —RINEEABRWE  #2IK
SEEBNEMARNENSE BEBEANNZELNEIEEY - “ BIFEARERK
EHEEHE  gARERTRERIENBREECENARNARE - LiTELE
BSABEEN BT RILERZE K Lazarus Group IWEEMMERMRMNBEEE
REAZETEMAGNEM  ZEEBERTERNBEREARS

DRVBEBARBEHER M2 TEVENBERIENRKRLREERD 7T EUES
2B HEMEBITRE S IR L o 4 Colonial Pipeline 13 + LU 5I| #48 1 18 5 Hi 45 B8
MRt BB A R E L BRI RS FIISIERE » FUEHERFAMEERE W
HEMASE—RELHREEF —BRIBREEHEES - iR (FiBHEHR)
5] B 38 (Jean Valjean) BEE # (Javert) Z BB EIA— 8K » SAKEBEERTZ5 F
ZREMREENESE TR REREY BT UERERNEERE o I

AriRedbord ' TRM Labs £ HIKFERKEE + EELEIFE + arietrmlabs.com -
Twitter fE 5% © @ ARedbord

Mike Isaac 1 Sheera Frankel » “Facebook Security Breach Exposes Accounts of 50 Million Users”
(Facebook T2 @& E 5,000 EAFWIRFERING) - (FAIFHK) » 20185 F 9 B 28 H »
https://www.nytimes.com/2018/09/28/technology/facebook-hack-data-breach.html

David E. Sanger | Pranshu Verma » “The F.B.l. confirms that DarkSide, a ransomware group, was
behind the hack of a major U.S. pipeline” (EBIMHAEEZSE » $EREFEHL DarkSide ZE2&
WEERTFEHHENEREF) » (H498FER) » https://www.nytimes.com/2021/05/10/us/
politics/dark-side-hack.html

REENE  LERE T ARARE
MR IESESRATLI R EEATIIRE

3 Bh 0% Ehith FE 21 $h TR ER S 0
MR ENRE

4.6.6 6.6

60 [2021598-18%]

* “Press Briefing by Press Secretary Jen Psaki,

Homeland Security Advisor and Deputy
National Security Advisor Dr. Elizabeth
Sherwood-Randall, and Deputy National
Security Advisor for Cyber and Emerging
Technologies Anne Neuberger, May 10, 2021”
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https://www.whitehouse.gov/briefing-room/
press-briefings/2021/05/10/press-briefing-
by-press-secretary-jen-psaki-homeland-
security-advisor-and-deputy-national-
security-advisor-dr-elizabeth-sherwood-
randall-and-deputy-national-security-advisor-
for-cyber-and-emerging/
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https://www.bloomberg.com/news/
articles/2021-05-09/colonial-hackers-
stole-data-thursday-ahead-of-pipeline-
shutdown?sref=SCAzRb9t
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“Colonial Pipeline Paid Hackers Nearly $5 Million
in Ransom” (Colonial Pipeline [ 82 & 3% 43T
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articles/2021-05-13/colonial-pipeline-paid-
hackers-nearly-5-million-in-ransom

“Digging into the Darkside Ransomware
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darkside-ransomware-report

“The moral underground? Ransomware
operators retreat after Colonial Pipeline hack”
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https://www.justice.gov/opa/press-release/
file/1402051/download
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Conference on Darkside Attack on
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Gabriela Mufioz Arenas
Riza Can Ozturk
Amelie Schuler

Runbo Si

Ailin Song

Dolly Sabrina Tolesano
Kasim Emre Turk
W.R.S.van de Steeg
Piet-Hein van Zijl
Liudmila Vegter-Boroshko
Emily Verwaal

Marcin Wasilewski
Daehan Wi

RN

Kit Chiu

Louise Coad

Charis Danieli

Md Shafiul Azim Faruqui
Kannitha Kaing
Christelle Launay
Lucas Joseph Mansell
Warden Tamuka Nyawo
Owen Bruce Turner

ERFIE

Taiwo Adeniyi

Olufunke Ajani

Bright Chinweotuto Anyanwu
Ajibola Sunday Fakorede
Abisola Gbadebo

Adefunke Ibironke

Unoma Ebelechukwu Ndulue
Uchechukwu A. Nwosu
Adeyinka Adeola Oladepo
Olohitare Omomofe
Egundoyin Ajini Oni

Titilope Oluwakorede Rotimi
Clara Idaoerefama Umanah

)3

Asia Chernova
Runar Nilsen

=

Hawraa Al Harthi

B & /yi8

Eitzaz Ali

Shehzad Firdous Ali
Prem Kumar

Asif Naeem
Kamran Shahzad
Priya

BES

Helene Tison

BHE

Maria Teresa Gonzalez Fretes
Oscar Ramon R. Melgarejo

e

Ingrid Del Solar
Armando Martin G. Vasquez

JERR

Kristine Dela Rosa Candelaria
Mary Grace Jativa

Jerry Labaguis Leal

Blesilda Anne B. Lubag
William Russel Surla Malang
Imelda A. Mifa

Maria Cecilia G. Natividad
Jayvee Roca

lan Kimmy Tin

Ramon C. Lazp Viado

pid ]
Radoslaw Jastrzab
Piotr Tadeusz Landowski

Andrzej Lenartowicz
Jan Lutze



Panagiotis Mallios
Anastasiia Matros
Tetiana Vorobiova

aEF

Flavio R. Erreria

HERE

Gloriel Mercedes A. Colon
Ivonne Avilés Domenech
Jorge M. Rivera Gonzélez
Evan Turner

&

Ali Warsam Abdalla

Arwa AbuHamdieh

Abdulla Mohammed Al Saadi
Moza Alkuwari

Abdelkebir Azzi

Irene Kay A. Branzuela
Modhureema Chatterjee
Carlos Jorge Coelho Ferreira
Arun Kumar Soman Pillai

R

Vladislav Anadikt
iy 3

BERiE

Ubald Sesonga
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Essam Abdullah M Al Nasayn
Abdulrahman K. Alruwaished
Iorahem A. Bin Rasheed
Mohammad Fareed Fatani
Emtenan Hajar

Ammar A. Jeddawi

Zohaib Ali Zahid

#nig

Jing Hao Ang

Qi Hui Ang

Bee Huay Joelle Aw

A Abdul Basith

Tajudeen Benazir

Souvik Bera

Edwina Ai Leng Chai
Qing Yuan Chan

How Cher Kayden Chang
Sai Chuen Chee

Marcus Qiliang Chen
Vincent WenDa Chen
Xinyi Charmaine Chen
Yongguan Chen

Jie YiCheng

Wei Jian Clement Cheng
Hwee San Jessica Cher
Wei Ling Nicole Chern
Steven Cheung

Shi Jie Chew

Wei Bin Stephen Chew
YiLing Vanessa Chew
Jia Cheng Chia

Sin Hung Chia

Satish Kumar Chilamkurthy
Han Yi Chim

Shi Min Charmaine Chong
Shong Kai Mason Chou
Hui Hong Daphne Chua
MeiNa Chua

Ka Tsun Joshua Chung
Ong Guo Wei Desmond
Chinmoy Dey

Si-Qiang Ronald Ding
Seah Eng Chye

Jing Jing Joy Gan

Wai Yee Sarah Gan
Kiang Kiat Goh

Mun Lin Doreen Goh
Zhi Wei Leonard Goh
Jie Ying Han

Qiaolin Han

Wenting He

Xinni Daphne Heng
Chu Hong Ho

Hwee Cheng Christine Ho
Wei Lik Ho

Xin Yi Jaslyn Ho

Audrey Hoa Zimmel
Chen Hong

Yin Lin Jacqueline Houng
Guan Jie James Huang
Lina Huang

Peisi Chloe Huang

Wen Feng Aaron Huang
Igor Ivanov

Darren Jolly

Xiao PeiKan

Zhong Ting Zac Kee
Akshay Avinash Kher
Onyou Kim

Kai Shi Kasey Koh

Lo Min Cheryl Koh
Xiangrong Kathleen Lai
Ming Chuan Daniel Lam
Weijie Jake Lam

Ze Wei Kenji Lam
Asyraf Latiff

Yan Hong Lau

Chew Yeng Hannah Lee
Weixiong Lee

Xuan De Lee

Wan Li Winnie Leong
Jing Li

LeiLi

Mengran Li

Yongjing Michelle Li
Hwee Leng Janice Lim
Jun Wei Gerald Lim

Nu Yi Rachel Lim

Weijun Lim

Yu Feng Lim

Yuze Lim

ZiYun Lim

Chiao Hsuan Lin
Daohan Lin

Siew Fong (Felicia) Loh
Wei Hao Loh

Yen Har Josephine Loh
Yi Sheng Loh

Zhen Wen Shawn Loh
Jianhui Low

YiHan Elle Low
Aidalyn De Claro Lualhati
Whye Mun Jonathan Lum
Vidhya Madhavan
Vina Misra

Tanmoy Mitra

Khay Mar Myo Aung
Thulaja Naidu Ratnala
Cui Shan Rachel Neo
Boon Tiong Ng

Han Liong Ng

Jiehao Ng

Ng Zi Bryan Ng

Scott Gabriel Ng

Su Khay Ng

Tse Ching Tracy Ng
Ying Hui Ng

Wei Chang Ngauw
Jing Wen Juliene Ong
Sze Yun Ong

Xiu Hui Ong

Rashmi Pabla

Siak Evelyn Peiyun
Wen Hui Phua

Wei Ling Rebecca Poe
Bowen Qian

Ying Fang Quek

Girish Raghavendra Rao
Ashish Rawat

Shiew Yi Shi

Wei Ming Sieng

Yun Ling Eileen Siew
Paul H. S. Singh

Wan Hua Siow

Xin Yi Sitoh

Jiayin Song

Seow Ying Soon

Yu Fang Soon

Shuang Su
Thenmozhi Sundaramurthy
Ah Heng Tan

Ailing Tan

Candace Tan

Fu Ling Casey Tan
Hong Jun Rachel Tan
Joslynn Li Chuin Tan
Kang Yong Alfred Tan
Kim Hong Alvin Tan
Mei Yan Tan

SiRui Tan

Tang Lim Heather Tan
Tze Kye Kenny Tan
Wee Kiat Joel Tan
Xiangyun Tan

Yen Ming Tan

Yong Da Jason Tan

Zhi Ming Melissa Tan
Vishal Taneja

Zhi Xiang Zax Tang
Xiangyou Ezra Tay
Yang Zhi Nicholas Tay
Xue Bin Teoh

Arun Thanawala

Jie Ling Jacqueline The
Yihua Terence Thien
Kum Yen Tong

Vrishali Abhijit Vekhande
Shi Bin Charlton Wan
Jingjie Wang

ShiYi Wee

Jing Yu Wong

Soo Wei Wong

Wei Xuan Wong

Chee Wai Samuel Wu
Jenalynn Jianing Yang
Chun Woei Yap

Yeow Boon Danny Yap
Li Han Jasmin Yeo
Shang Kun Yeo

Zhen Hao Yeo

Thiam Ming Desmond Yong
Xiaoxin Zhu
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Richard Cukovic
Ing. Petr Hajda

Hir i Fe 22

Sebastijan Peterka
Masa Zalar

[ E

Jorge Azevedo

Sharmilla Gajan
Meganathan Govender
Shenghua Jiang

Lawrence Luke A. Kayamba
Nolene Singh

Ofentse Alec Theledi

BE

Jee Woon Bahng
Ahn Cheol Hong
Byeongjun Choe
Su Jeong Choi
Yangwun Choi
Seungjoo Han
Seungmok Han
Sung Keun Hong
Kyung Ok Hwang

EEEN

Seokbong Jang
Da Eun Jeong
Eun Hee Jeong
Hee Yoon Jeong
Dan Kim

Dong Hyun Kim
Dongmin Kim
Geunwoo Kim
Hoisuk Kim

Hyo Won Kim
Jeongin Kim
JiHyang Kim

Ji Hyun Kim
Jooeun Kim
Myoungshin Kim
So Eon Kim
Sung Yeon Kim
Woo Jeong Kim
Young Bae Kim
Young Sic Kim
Hyun JiLee
Myungah Lee
Seonghye Lee
Hyun Sil Lim

Ki Hoon Nam
Jiyoon Park
Moon Sook Park
Yoon Young Roh
Woo Seung Sohn
Pengyang Wang
Young Chan Yang
Seomin Yoon

BT

Angela Colas Gonzalez
Maria Freire Pequefio
Fernando Martin Garmendia
Viktoria Kolesnikova

Maria Mateos Junquera

MERF

Ramith Bandara Ranathunga
Janani Sriskandarajah

EREHEiER
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Keishara C. Liburd
Mark Mangan

B

Emil Bexenius

Carl-David Sukrit Lundstrom
Hanna Luttschwager

Emil Richloow

Georgette Shinoda

e

V R Phani Kishore Basavaraju
Leila Boulkerara
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Gongalo Cardoso

Anna Cecere

Giulio Filippi

Myriam Fleurdépine
Maria Carolina Marcondes
Christian Peiffer

Paulius Stulpinas
Roshnee Kiran Thakore
a8

Kuo Chieh Chao i Bl i
Hsinyi Chen BR/IME
Li-Tang Chen BR 3. &
Ying Chien Chen FRZETE
Ying Mei Chen FREE3E
Chun Yu Carey Chien B19Z&
Chun-Hui Cho &2
Chun-Yao Chuang F¥%
Hsiao Fei Ho {Al/NiE
Huei Shin Hou {R 2822
Chia Chen Hsieh #{£3
Ning Yu Hsieh i &7
Yu-Sheng Hsin

Yeh-Yi Hsu 1R/

Fong Jia Hu #A %%

Pei Hsuan Huang
Hsiang-Ting Lee Z=F 15
YiHsing Liang 22

I Hsia Lin MK EE
Fang-Chun Liu 8|15 &
Shu Lin Liu 2585
Yushan Lo Z& T it
Chia-ling Ree B {£
Shu Chen Shih

Yen Ping Sun F& 255
YuChiTa EFH
Chia-Lung Tang K& 5
Yu-Hsuan Teng B853%
Pei-Chen Tsai HZ H
Hsin Ping Wang £ &
Yi-Hua Wang T £
Tsai-Yu Wu R EE

Mei Hsien Yang BEE

£3

Abdoulaye Ibrahim Beidou

TEEREERT

Kern DeBique

Anna-Lisa Dialdas

Stacey L. O. Honore
Natalie Noel

Kimberleigh Peterson

D. J.-M. Selman-Carrington
Antonio Villaverde Areces

THE

Ahmet Can Demir
Caner Kaya
Engin Simsek

Tl R
FREMES

Soreka Sharonda Brown

5F&

Mugisha Habib
Kenneth Natukunda

SRR

Marta Babyak
lvan Paramonov

FA{ABE X2 E
Sameer Ahmad

Mamta Ajmera

Aisha Essa A. Khalfan Al Ali
Omar Ibrahim Alhasnawi
Akhtar Ali

Reem Abdulrazzag Anwahi
Hisham Ayamu

Stebin Chungath Baby
Ammar Ali Baig

Ayesha Butt

Deepti C. Pillai

Hanee Ali Chanwan

Sriram Chokkalingam
Emma Louise Cowan
Benjamin Crossland
Nachiketh Deshpande
Mugdha Mahesh Dhomkar
Diana Dsouza

Roma Dsouza

3

Sharon D’souza

Prince Ebbin

Arish Ehsan

Lily Eid

Diala El Zoueineh

Hanna Joseph Francis
Melodie Haddad

Irfan Ullah Ihsan Ullah
Anubha Jain

Dilip Jain

Leroy Mathew Jones
Sushanth K

Ibrahim Khaleel P. Mohiddeen
Divya Khiara

Bharat Khurana

Vinodh Kooriyattil

Girish Krishna Shetty
Mohamed Lafir
Kumaravelan Loganathan
Soumya Mathew

Lloyd Meadows

Jayesh Meethale Veettil
Shamim Meraz

Anila Mohamed Rafeek
Nazer Hamzath Mohideen
Ria Nangia

Noman Nazim
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Ali Hussain Noorjahan
Sheetal Noronha

Ammar H. Aldeen Eid Obeidat
Chandraprabash P C
Ajith Chandran Pallath
Yogita Ajay Panandikar
Vijish Vijayan Panicker
Vivek Gokuldas Panicker
Shakkeel Naduvile Purayil
Saumya Rajan

Dala Ram Ram

Sanjay Ramchandani
Alok Ranijit

Rakhisha Rasheed
Mohammad Rayess
Syed Asif Raza

Shuja Ur Rehman

Vishal Relhan

Smitha Sadasivan

Ginu K. Samuel

Sonali Vijay Sathe

Pinky Nikesh Sawant
Trisha Sen

Sherif Shaaban
Muhammed Shabinudheen
Soumya Sharanagowda
Balwant Kumar Singh
Srithar Srinivasan
Savitha Subramanian
Divya Thanvi

Abdul Azeez Thayyil Kokkatt
Keo Akemi Yap Tiong
Aiden Varghese

Anu Varghese

=
Alimat Oluwatobi Adedayo
Aramide Akisanya

Tasmia Akter

Rimijhim Bijay Kumar
Sinead Julia Carcavella
Thomas Davy

Arianna De Luca

James Deaville

Nikolaos Drosos

Sarah Edney

Aziz El Kaissouni

Izabella Eninn

Idriss Imorou

Rebekah Jones

Tejasvi Deepak Karnik
Agnieszka Kerby

Siar Khoreishi

Tomas Yago Lafon Ameijeiras
Nikhil Lavanian

Luke Louca

Philip Michel

Nicola Morgan

Oluwatoyin Olanpejo

Femi Mark Olufeyisann

Charles Edward O’Neill
Damian Parminter
Sonia Pereira

Karol Poplawski

Jake Nicholas Rawinsky
Nahilla Razaq

Elizabeth Reid

Shruti Revankar

Najee Riaz

Vishal Sampat
Shamaila Shahjahan
Khalid Sheikh Mohamed
Loic Sylvain Sienche
Stuart Philippe Sims
Ritu Singh

Rajesh Ramesh Talpade
Trevor Tanchel

Carole Turner

Rita Francesca Valentini
Monika Visy

Frances Eve Whittaker
Yang Yu

£H

Monica Abad

Ramon Abascal
Alessandro Abate
Charles Abuah

Benicia Acevedo

Itzel R. Aguirre

Rahat Ahmad

Vivien Ai

Korede Michael Ajileye
Adenike Olajumoke Akinwusi
Monica Yalul Alarcon Martinez
Ashley D. Alimbuyao
Zack Allison

Max A. Alves

Abigail Yeboah Ampratwum
Bruce Anderson Jr.
Brian Andres

Oladayo Anipole
Feyisayo Aregbesola
Madilynn Ashworth
Laura Audette

Ryan Bacher

Cesar Baez

Omotola Adesile Bakare
Jesse Baker

Nakesha Tania Ball
Lindsey Barnett

Jessica Barton

Kimberly Beckstrom
Ellie R. Bedford Nowland
Elena Begunova

John Kofi Bempoh

lana Berger

Justus Rolf Bieber

Linus Billings

Lynda Jean Bird

Joshua Black

Chad G. Blanchard
Jeffery Blossom
Mitchell Bono

Camille Bossut
Graeme Bourne

Caitlyn Briann Brown
Mason T. Bruner
Masayo Bruno

Ethel C. Buangan-Gee
Joseph R. Burwell
Hameed Butu Onakoya
Courtney Hugh Byles
Erin Callahan

Ana P. A. Lopes Campanini
Carlos Meneses Canales
Julia Elba Cancino
Gregory Lloyd Carr
Huei Chacon

Iram Chapa

Saramma Cherian

Sin Yi (Kaitlin) Cheung
Linnette V. Chew
Stephen Chicoine

Erik Chou

Imtiaz R. Chowdhury
Veronica Christy

Joon Woo Chung
Benjamin Clinard

Adam Clough

Connor Lamar Coleman
Mary Wallace Coleman
Matthew Collins
Nicholas Colén
Normaliz Colon Ascanio
Donna A. Colwell
Shawn Connelly

Natalie Connolly

Cesar A. Cortez

Joseph Cosmides
Katrina Crider

Rachel Krenzer Crittenden
Carlos Cuadra

Jennifer Lynn Cunningham
Karl Curry

Anna Cvitkovic

Janelle Daniel

Hollie R. Daniels
Humberto D’ascoli
Adam John Daufen
Shivam Rakesh Dave
Dave Dawson

Coretta Jordan De Leon
Hashani Denawakage Dona
Heather Deyarmin
Tracey Diggs

Courtney Dinardo
Andrew DiOrio

Richard Doebele
Jeffrey Doran

Krystal X. Dou
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Ciaran Cormac Egan
Puthenpurakkal S. Elizabeth
Julianna Elyse Ennamorati
Lorena Esparza

Steve Estevez

Yan Fang

Christian Fernandez
Zachary Fontes

Kaitlin Fox

Yana Galitsyna

William Galton

Fabiola Gardufio Veldzquez
Jason Garverick

Clark Sherman Gascoigne
Brian Gelbert

Imisi George

Katherine Gillett

Nicole Givens

Miron Goldgeil

Jose Gomez

Sandra Gomez

Manuel Gonzalez
Hubert Grabowski
Sheila Lynn Gray
William C. Gray

Crystal Green

Jeff Grimes

Erik Grossman

Lauren Elizabeth Grzyboski
Jose Luis Guerra

Jenna Guerriero

Jared E. Guthrie
Andrew J. Gutshall
Glenna Hagopian

Syed Aftab Haider
Meagan Hailey

Ericka Hallgren

Siobhan Delaney Hanlon
G M Nurul Hagque

Nicole Harlan

Andy Harley

Mayra Harmon

Cheryl Harris

Preston Haxo

Evan Warner Henderson
Lisa Heuring

Jennifer Hicks

Alison Hinds-Pearl
Preston Holyfield

Elise Diamond Howard
Anthony S. Hrestak
Kai-Ju Hu

San Huang

Jordan Hudspeth

David Hunn

Takahiro Ito

Lyndsey Camille Jackson
Valerie Jackson
Robert Jahanfar
Anisha Jain

Jennifer James

Neal Johanson

Carlos M. Johnson
Gianna Johnson
Thomas Scott Johnson, Jr.
Brandon William Jones
Cylenthia Drinkard Jones
Amrita Vijay Joshi
Namita Karunakaran
Anna Elizabeth Kasparek
Asher Keam

Valeria Brukhis Kennedy
Sumer S. Khadra
Sameer Khale

Sajjad Kamal Khan
Sang Yup Kim

Hilary Klein

Dorota Kobik
Jonathan R. Koffmann
Oleg Korets

Jayson Kowiak

Dilyana A. Krasteva
Aaron Kruger

Erik Krusch

Kendra Kubin

Felix Y. Kwan

Iryna Kyryliuk

Wendy Lynn Lambach
Ryan Mitchell Landin
Luis Lara

Christa Lasher

Joseph LaSpina
Jeffrey Lauer

Alina Laumann
Patricia Leary

Hye Jin Lee
JohnY.Lee

Mariya Leonova-Jones
Nancy Halpern Lesser
Ka Man Li

Eui Kyung Lim

Maria Lindstrom

Sarah Lohschelder
Diana V. Londono
Mark Alfred Loucas
Joseph Lounds

Angus P. Lowe

Chun Lu

Timothy L. Lukavsky
Brandon Luth

Norman Ly

Kathryn Lynn
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Louisiane Maciel
Yonique Malbranche
Austin Maney

Gohar Manukyan
Justin Margolis

Keith Martell

Elias L. Martinez
Makayla Martinez
Pedro A. Martins Coias
Alex Masbruch

Perry D. Mastrocola
Siewhiang McCreight
Ronak McFadden
DeAngelina McGee
Lola McKindles
Stephanie McNeely
Valeria B. Melincu
Hannah Elizabeth Melot
Carlos Mendez
Ptoshia K. Merrills

Elise Messerli

Ibrar A. Mian

Leyla Milman

Laura Minnick

Anna Rose Mobilia
Craig Thomas Momberg, Jr.
Keion Morgan

Kristen Kyle Morgan
Anne Moscato

Kelly Margaret Moyes
Shreya Mozumder
Vance Murphy
Michael C. Nelson
Terehas Nelson
Samuel John Njoku
Gaddiel E. Nkrumah
Pamela A. Nkwocha
Lucy Nzei

Ndidi C. Obicheta
Lauren O‘Brien

Henry Ododah

Sakine Oezcan
Jacqueline Ogden
Julien Ogden

Muyiwa Ogunjobi
Olumide John Ogunjobi
Scott OKeefe

Nancy Olguin

Brady Olson
Catherine Orfanos
Suzi Isedua Oriaifo
Michelle Osofsky
Simon Alexander Ospenson
Julie Paben

Suzanne B. Panagopoulos
Cueme Parker

Gregory D. Pashayan
Hiral Patel

Herbert Pau

Andre Payan

Rui Pereira

Kelbi Perkins

Jamie Pfanstiehl
Cesar Pineda Contreras
Michele L. Pitta

Lilliana Posada
Christian Presto

Scott Preston

Suman Priya
Mingming Pu

Gina Pye

Jennifer Ragsdale
Kennedy Reed-Hoster
Amie Reilly

Leah Reitmeier

Maria Belen Revel
Hector M. Reyes
Mochamad Reza
Chanay Richardson
Shimon Richmond
Heather N. Riley

Ariel Rivero
Sharmaine D. Robergeau
Jarrett Miles Cash Robinson
Sandra Roever
Veronica Roman
Caesar Romero
Steven A.Rosen

Alex Ross

Danielle Rowekamp
Amanda Marie Salasek
Luke Salyer

Adriana Sanchez
Sylvia Sanchez

Hari S. S. Venkatachalam
Ean Schmitt

Ryan Michael Schobert
Jesse David Scoular
Nathan Segal

Dea Semini

LeShell Session

Vijay Shanker

Andy Shanks
Ashutosh Sharma
Yehia Shelbaya

James Sheridan
Christopher Sidler
Tara Skinner

Jennifer Smith

Chad Paul Snyder
Juliana Ugaya Soileau
Krystal M. Somers

Jason Soto

Tristan Souness-Wilson
Anna O. Stallings

Mikel Stevens

Sean Stevens

William Stewart
Michele Struckman
Premkumar Subramanian
Sunita N. Sugrim

Joann Tang

Alyssa Tascione
Theodore Taylor
Brittany Teefey

Zach Tekely

John Charles Thomas
Stefan Ozziel Trevino
Fei Ching Tseng
Khurath Ul Ain

Reecha Upadhyaya
Roy Varghese Varghese
Cynthia Vasquez
Susana Vasquez Franco
Raymond Villanueva
Bradley Voight

Robert Voorhis

Robert C. Vreeland
Greg Wagner

Carrie M. Walchko
Reyn Watanabe
Jennifer Weinberg
Claudia Weinstein
Jonathan Glen Wells
Hana Wharton
Christopher James Wheatley
Antoinette Woolner
Jason Worley

Carrie L. Worthington
Tiantian Xiao

Jung Eun Yoo

Justin M. Zavis

Yihan Zhang

Crystal Zimmerman
Renata M. Zloza
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Thu Tra Nguyen
Thao Minh Tran
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Osama Omer AliMohammed
Hussein A. AIMehdhar
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Zaruhi Badalyan
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Say Pheng (Sophia) Foo
JunLi

Venkatesh Nathilvar
Qiang Sun

E#

Imtiaz Ahmad
Rajnish Ranjan
Muhamad Nizam Bin Shaidon

&= hnfI

Mohammad A. Al Mamun

L FIEF

Frederic Jadot
Geoffrey Max Lepage

m=EX

Jinhe Li

h

Yu Bai tAE

Ning Bu T
Lijuan Cai 22R 48
Yinzhu Cai 225R %k
RuiCao BE

Yue Cao B3H
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Jinxi Chang &5
Hongwei Chen Bk 1
Ting Chen F&iZ

Xue Chen fFE

Angji Chou #iT 235
Ruoyan Fan E& =
Huagiang Fang 5 1£5%
Xiangli Ge B [EIRF
Jiayan Guo FR{E#%
Qian Guo Z}ME

Wenli Guo ZB3ZF]
Fang Hao 77

Peng Hao BiE

Keqging He 2352 &
Yuanwei He fA] 554

Qi Huang #&3H

Wei Huang &1
Wenjing Huang X &
Yanbing Huang #8387k
Ying Huang 8%
Zhuojun Ji it =&

Ling Jiang ST %

Xia Kang FREE
Beidi Li Z=Dlid
Carter Li Z=& [

Jing Li Z= &

Na Li Z=3

Pan Li Z=8

Rong Li 5%

Wei Li Z5EF
YueLiZERH

He Lian BE{a]

Jing Liang &%
Juan Lin #5348

Yun Lin M=

Min Ling /&8
Guanhao Liu X| &5
Haonan Liu Xl i&
Juan Liu X &8
Xiangning Liu Xl i
Yanbin Liu Xl 3,
Yitian Liu XIJ{&1E
DanLu AH

Mei Luo T
Difang Lv Bi#7%
Xiao Ma Sy

Ying Ma &%

Yiwei Miao 2 —7&
Xingkang Ni {2 BB
Zhiwei Niu £ 3515
Rui Pan &85
Yanmei Pei 3515
Feifei Qiao 7F3E3
Wenjiao Qin Z= E£HF
Yifeng Qiu ER—1i%
Yan Ren {E 7

Jian Shuai &

Bo Song < t&
Kaijun Su 778l E
Liting Sun FNFIES
Jing Tan & &
Xinwei Tan 1E#
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Lian Tang E&

Qi Tang ;A&

Zhen Kun Tu ;& 1R 22
Chen Wang
Hongtao Wang E 4L%
Wei Wang £ ME
Xueping Wang & F
Yanhong Wang E#F5A
Yuan Wang E[E

Jun Xia E18

Jieyan Xiang [E) 75 35
Bingchao Xu 1&5=#8
Guangda Xu ik
Yuxue XuiFESE
Xiaoting Yang #7F¢i=
Qing Ye &

Chuan Yin EZ)I|

Xuan Yin F i

Min Yu T8

Yueqing Zeng EIRE
Naihong Zhang 3§ 4/54T
Qiongyue Zhang 3KI% H
Yilu Zhang k= &

Nan Zhao X

Yingjiao Zhen B Z 15
Shiting Zhong 1=
Qianyu Zhou E{&F
Xiaoying Zhu 5K & &

A&

Jeffrey Nielsen
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Noha Ashraf M. A. Megid
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Mark Bossmann

HE

Alberic Botella
Julien Gallo

==

Ruiya Fu
Antonio Stoyanov

g

Anna Damaskou
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Hau Ying Hollister Chan
Ying Kit Chan
Man Kit Cheung
Wai Lung Chung
Zhenwei Dai
Ting Wai Ho
Bing Hu

Ming Wai Lee
Yuen Shan So
Shing-Yan Tse
Alexey Tyurin
Chi Yin Yau
Aizhen Yu

EPEE

Ravi Chandel
Naveender Singh S
Rohan S Srihari

BXH

Marcella Binda

H&

Yasuhisa Furuta
Kasahara Kenichiro
Noriko Nakane
Saori Ohira
Muramatsu Osamu
Makoto Sato
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R

John Simon

i Bt i 58

Laura Kalnina

RE®

Rita Fares
Khaled Haidar
Myriam Khairallah

EnF

Tania Balanzario Meraz
Miriam Guillermo Blancas
Benjamin Serra Cruz

rFl

Inbal Djalovski
Ruofei Shen

Erdem Tascilar
Annemarie Verkerk

RN

Jatin Kumar Mistry
Rani Pillay
Minyu Zheng

R ¥

Babatunde Olaoluwa Macaulay

)3

Eva Helena Deinoff
Eivind Parr Ohme

B & 78

Nasir Mehmood
JERH

Frances Lynette Sayson
;1]

Wenbin He

BERE

Luis Miguel G. Hernéndez
Natalia Rodriguez

Muhammad Shahid Farid
Neil Scully

R

Aleksei Andreevich Pana

i

Alkhaff Akthar

Ming Quan Wesley Ang
Qiyang Kenneth Boey
Sau Young Chung
Vijay Gopaladesikan
Weiliang Hu

Janet Gek Lang Low
Soon Hwee Tee

Sok Mun Wan
Raymond Wong

Siew Peng Woo
Xiaoqgian Zhao

HE

Dongyeop Hyun
Ping Ji
JaeKyung Kim
Jeongeun Park

Zongrui Yin

i

Xavier Charles Didier Béard

Aliaksandra Hurynovich
]

Chih-Feng Chung 2 £ &
TEHR

Melik Bagis Bilici
Bilal Ertogrul

MHABeSXOE

Mongez Alrass

Jamie Belino

Jyoti Das

Asmaa Youssef Ali Elalawy
Gurminder Harinder Singh

Amritha John

Amit Kumar

Suranga Buddhike Marcus
Rasha Mortada

Rima Mourad

Sudhakar Sanjeevi
Michael Wong

R

Jane Alimonda
Julie Choudhury
Clare Anne Davies
Monica Handoo
Kevin Penter
Mark Sallis

xE

Julio Gabriel Borras
S. A. L. Broekaart-Hjalber
David Cellante
Alexander Chan

Bin Chi

Harry Paul Cupp
Michelle Alexandra Dominguez
Terence Egan

Sam Adam Elnagdy
Eva Errico

Jiang Q. Huang
Clara Kim

Elizabeth A. Larson
Laura Larson

Jianyu Li

Lin Li

John Victor Medina
Dimitri Michaloutsos
Aya Muto

Sissy Maite Oliver
Yigiong Pan
Francisca E. Peralta
Steffy Shaji

Eugenia Shraga
Diana Sirila

Michael A. Tooshi
Bieu Bu Tran

Yu Xu



ACAMS »

N TR

EREE CAMS (v |
H 508 —

DR TR BN (CAMS-AUDIT) HEPE F W8 3258
e IEaNEERE  BfIAFITRIEERZ
THE » AR K S4B PG 8 mh A0 3R 428 ) 48 i AY
BE¥ ARG o

REfR %
www.acams.org/cams-audit ’

13

©2021 ACAMS FRFEFTA °


http://www.acams.org/cams-audit

ACAMSE

NS R

TERHE: PhEERICETFEXBENEEBTIA -

ACAMS £ L RE MRS FHEERVILE
TIERVEEMIRHNBESE X E8RE °

STEEEREFERAE?

o ARMERXIRME ACAMS EAZEMMEIFE
BA[BAEA moneylaundering.com KAAEAETE
BRlE » REAIR

o BRTELREMRSERBEKAEHILRIER -
@) B E BRI ARG AT

o B ACAMS FIISR BB SR EBEE -
HIE REI4RFER

RFIRAlF: 4B b

www.acams.org/zh—hant/&%&/acams ¥ 5 %



http://moneylaundering.com
http://www.acams.org/zh-hant/會籍/acams企業方案

